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Summary

CVE CVE-2005-2640

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-08-23 04:00:00 UTC

Updated 2016-10-18 03:29:00 UTC

Description Behavioral discrepancy information leak in Juniper Netscreen VPN running ScreenOS 5.2.0 and earlier, when using IKE with pre-shared key authentication, allows remote attackers to enumerate valid usernames via an IKE Aggressive Mode packet, which generates a response if the username is valid but does not respond when the username is invalid.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Juniper Netscreen-5gt 5.0 All All All

Hardware Juniper Netscreen-5gt 5.0 All All All

Hardware Juniper Netscreen-idp 3.0 All All All

Hardware Juniper Netscreen-idp 3.0r1 All All All

Hardware Juniper Netscreen-idp 3.0r2 All All All

Hardware Juniper Netscreen-idp 3.0 All All All

Hardware Juniper Netscreen-idp 3.0r1 All All All

Hardware Juniper Netscreen-idp 3.0r2 All All All

Hardware Juniper Netscreen-idp 10 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 10 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 100 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 100 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 1000 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 1000 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 500 3.0.1_r1 All All All

Hardware Juniper Netscreen-idp 500 3.0.1_r1 All All All

Operating System Juniper Netscreen Screenos 1.64 All All All
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Operating System Juniper Netscreen Screenos 1.7 All All All

Operating System Juniper Netscreen Screenos 1.73_r1 All All All

Operating System Juniper Netscreen Screenos 1.73_r2 All All All

Operating System Juniper Netscreen Screenos 2.0.1_r8 All All All

Operating System Juniper Netscreen Screenos 2.1 All All All

Operating System Juniper Netscreen Screenos 2.10_r3 All All All

Operating System Juniper Netscreen Screenos 2.10_r4 All All All

Operating System Juniper Netscreen Screenos 2.1_r6 All All All

Operating System Juniper Netscreen Screenos 2.1_r7 All All All

Operating System Juniper Netscreen Screenos 2.5 All All All

Operating System Juniper Netscreen Screenos 2.5r1 All All All

Operating System Juniper Netscreen Screenos 2.5r2 All All All

Operating System Juniper Netscreen Screenos 2.5r6 All All All

Operating System Juniper Netscreen Screenos 2.6.0 All All All

Operating System Juniper Netscreen Screenos 2.6.1 All All All

Operating System Juniper Netscreen Screenos 2.6.1r1 All All All

Operating System Juniper Netscreen Screenos 2.6.1r10 All All All

Operating System Juniper Netscreen Screenos 2.6.1r11 All All All

Operating System Juniper Netscreen Screenos 2.6.1r12 All All All
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