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Summary

CVE CVE-2005-2667

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-08-23 04:00:00 UTC

Updated 2021-04-14 15:46:00 UTC

Description Unknown vulnerability in Computer Associates (CA) Message Queuing (CAM / CAFT) 1.05, 1.07 before Build 220_13, and 1.11 before Build 29_13 allows attackers to cause a denial of service via unknown vectors, aka the "CAM TCP port vulnerability."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Broadcom Advantage Data Transport 3.0 All All All

Application Broadcom Adviseit 2.4 All All All

Application Broadcom Brightstor Portal 11.1 All All All

Application Broadcom Brightstor San Manager 1.1 All All All

Application Broadcom Brightstor San Manager 1.1 sp1 All All

Application Broadcom Brightstor San Manager 1.1 sp2 All All

Application Broadcom Brightstor San Manager 11.1 All All All

Application Broadcom Cleverpath Ecm 3.5 All All All

Application Broadcom Cleverpath Olap 5.1 All All All

Application Broadcom Cleverpath Predictive Analysis Server 3.0 All All All

Application Broadcom Etrust Admin 2.01 All All All

Application Broadcom Etrust Admin 2.04 All All All

Application Broadcom Etrust Admin 2.07 All All All

Application Broadcom Etrust Admin 2.09 All All All

Application Broadcom Etrust Admin 8.0 All All All

Application Broadcom Etrust Admin 8.1 All All All

Application Broadcom Message Queuing 1.05 All All All
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Application Broadcom Message Queuing 1.05 All All All

Application Broadcom Message Queuing 1.07_build_220_13 All All All

Application Broadcom Message Queuing 1.11_build_29_13 All All All

Application Broadcom Unicenter Application Performance Monitor 3.0 All All All

Application Broadcom Unicenter Application Performance Monitor 3.5 All All All

Application Broadcom Unicenter Asset Management 3.1 All All All

Application Broadcom Unicenter Asset Management 3.2 All All All

Application Broadcom Unicenter Asset Management 3.2 sp1 All All

Application Broadcom Unicenter Asset Management 3.2 sp2 All All

Application Broadcom Unicenter Asset Management 4.0 All All All

Application Broadcom Unicenter Data Transport Option 2.0 All All All

Application Broadcom Unicenter Jasmine 3.0 All All All

Application Broadcom Unicenter Performance Management 2.4 sp3 openvms All

Application Broadcom Unicenter Remote Control 6.0 All All All

Application Broadcom Unicenter Remote Control 6.0 sp1 All All

Application Broadcom Unicenter Service Level Management 3.0 All All All

Application Broadcom Unicenter Service Level Management 3.0.1 All All All

Application Broadcom Unicenter Service Level Management 3.0.2 All All All

Application Broadcom Unicenter Service Level Management 3.5 All All All

Application Broadcom Unicenter Software Delivery 3.0 All All All

Application Broadcom Unicenter Software Delivery 3.1 All All All

Application Broadcom Unicenter Software Delivery 3.1 sp1 All All

Application Broadcom Unicenter Software Delivery 3.1 sp2 All All

Application Broadcom Unicenter Software Delivery 4.0 All All All

Application Broadcom Unicenter Tng 2.1 All All All

Application Broadcom Unicenter Tng 2.2 All All All

Application Broadcom Unicenter Tng 2.4 All All All

Application Broadcom Unicenter Tng 2.4.2 All All All

Application Ca Advantage Data Transport 3.0 All All All

Application Ca Advantage Data Transport 3.0 All All All

Application Ca Adviseit 2.4 All All All

Application Ca Adviseit 2.4 All All All

Application Ca Brightstor Portal 11.1 All All All

Application Ca Brightstor Portal 11.1 All All All

Application Ca Brightstor San Manager 1.1 All All All

Application Ca Brightstor San Manager 1.1 sp1 All All
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Application Ca Brightstor San Manager 1.1 sp2 All All

Application Ca Brightstor San Manager 11.1 All All All

Application Ca Brightstor San Manager 1.1 All All All

Application Ca Brightstor San Manager 1.1 sp1 All All

Application Ca Brightstor San Manager 1.1 sp2 All All

Application Ca Brightstor San Manager 11.1 All All All

Application Ca Cleverpath Ecm 3.5 All All All

Application Ca Cleverpath Ecm 3.5 All All All

Application Ca Cleverpath Olap 5.1 All All All

Application Ca Cleverpath Olap 5.1 All All All

Application Ca Cleverpath Predictive Analysis Server 3.0 All All All

Application Ca Cleverpath Predictive Analysis Server 3.0 All All All

Application Ca Etrust Admin 2.01 All All All

Application Ca Etrust Admin 2.04 All All All

Application Ca Etrust Admin 2.07 All All All

Application Ca Etrust Admin 2.09 All All All

Application Ca Etrust Admin 8.0 All All All

Application Ca Etrust Admin 8.1 All All All

Application Ca Etrust Admin 2.01 All All All

Application Ca Etrust Admin 2.04 All All All

Application Ca Etrust Admin 2.07 All All All

Application Ca Etrust Admin 2.09 All All All

Application Ca Etrust Admin 8.0 All All All

Application Ca Etrust Admin 8.1 All All All

Application Ca Message Queuing 1.05 All All All

Application Ca Message Queuing 1.07_build_220_13 All All All

Application Ca Message Queuing 1.11_build_29_13 All All All

Application Ca Message Queuing 1.05 All All All

Application Ca Message Queuing 1.07_build_220_13 All All All

Application Ca Message Queuing 1.11_build_29_13 All All All

Application Ca Unicenter Application Performance Monitor 3.0 All All All

Application Ca Unicenter Application Performance Monitor 3.5 All All All

Application Ca Unicenter Application Performance Monitor 3.0 All All All

Application Ca Unicenter Application Performance Monitor 3.5 All All All

Application Ca Unicenter Asset Management 3.1 All All All

Application Ca Unicenter Asset Management 3.2 All All All

http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_san_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_san_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_san_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_san_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_san_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/brightstor_san_manager
http://cve.report/vendor/ca
http://cve.report/software/ca/cleverpath_ecm
http://cve.report/vendor/ca
http://cve.report/software/ca/cleverpath_ecm
http://cve.report/vendor/ca
http://cve.report/software/ca/cleverpath_olap
http://cve.report/vendor/ca
http://cve.report/software/ca/cleverpath_olap
http://cve.report/vendor/ca
http://cve.report/software/ca/cleverpath_predictive_analysis_server
http://cve.report/vendor/ca
http://cve.report/software/ca/cleverpath_predictive_analysis_server
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/etrust_admin
http://cve.report/vendor/ca
http://cve.report/software/ca/message_queuing
http://cve.report/vendor/ca
http://cve.report/software/ca/message_queuing
http://cve.report/vendor/ca
http://cve.report/software/ca/message_queuing
http://cve.report/vendor/ca
http://cve.report/software/ca/message_queuing
http://cve.report/vendor/ca
http://cve.report/software/ca/message_queuing
http://cve.report/vendor/ca
http://cve.report/software/ca/message_queuing
http://cve.report/vendor/ca
http://cve.report/software/ca/unicenter_application_performance_monitor
http://cve.report/vendor/ca
http://cve.report/software/ca/unicenter_application_performance_monitor
http://cve.report/vendor/ca
http://cve.report/software/ca/unicenter_application_performance_monitor
http://cve.report/vendor/ca
http://cve.report/software/ca/unicenter_application_performance_monitor
http://cve.report/vendor/ca
http://cve.report/software/ca/unicenter_asset_management


Application Ca Unicenter Asset Management 3.2 All All All

Application Ca Unicenter Asset Management 3.2 sp1 All All

Application Ca Unicenter Asset Management 3.2 sp2 All All

Application Ca Unicenter Asset Management 4.0 All All All

Application Ca Unicenter Asset Management 4.0 sp1 All All

Application Ca Unicenter Asset Management 3.1 All All All

Application Ca Unicenter Asset Management 3.2 All All All

Application Ca Unicenter Asset Management 3.2 sp1 All All

Application Ca Unicenter Asset Management 3.2 sp2 All All

Application Ca Unicenter Asset Management 4.0 All All All

Application Ca Unicenter Asset Management 4.0 sp1 All All

Application Ca Unicenter Data Transport Option 2.0 All All All

Application Ca Unicenter Data Transport Option 2.0 All All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp1 All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp2 All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp1 All All

Application Ca Unicenter Enterprise Job Manager 1.0 sp2 All All

Application Ca Unicenter Jasmine 3.0 All All All

Application Ca Unicenter Jasmine 3.0 All All All

Application Ca Unicenter Management 3.5 All websphere_mq All

Application Ca Unicenter Management 4.0 All lotus_notes_domino All

Application Ca Unicenter Management 4.0 All microsoft_exchange All

Application Ca Unicenter Management 4.1 All microsoft_exchange All

Application Ca Unicenter Management 5 All web_servers All

Application Ca Unicenter Management 5.0.1 All web_servers All

Application Ca Unicenter Management 3.5 All websphere_mq All

Application Ca Unicenter Management 4.0 All lotus_notes_domino All

Application Ca Unicenter Management 4.0 All microsoft_exchange All

Application Ca Unicenter Management 4.1 All microsoft_exchange All

Application Ca Unicenter Management 5 All web_servers All

Application Ca Unicenter Management 5.0.1 All web_servers All

Application Ca Unicenter Nsm 3.0 All All All

Application Ca Unicenter Nsm 3.1 All All All

Application Ca Unicenter Nsm 3.0 All All All

Application Ca Unicenter Nsm 3.1 All All All

Application Ca Unicenter Performance Management 2.4 sp3 openvms All
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Application Ca Unicenter Performance Management 2.4 sp3 openvms All

Application Ca Unicenter Remote Control 6.0 All All All

Application Ca Unicenter Remote Control 6.0 sp1 All All

Application Ca Unicenter Remote Control 6.0 All All All

Application Ca Unicenter Remote Control 6.0 sp1 All All

Application Ca Unicenter Service Level Management 3.0 All All All

Application Ca Unicenter Service Level Management 3.0.1 All All All

Application Ca Unicenter Service Level Management 3.0.2 All All All

Application Ca Unicenter Service Level Management 3.5 All All All

Application Ca Unicenter Service Level Management 3.0 All All All

Application Ca Unicenter Service Level Management 3.0.1 All All All

Application Ca Unicenter Service Level Management 3.0.2 All All All

Application Ca Unicenter Service Level Management 3.5 All All All

Application Ca Unicenter Software Delivery 3.0 All All All

Application Ca Unicenter Software Delivery 3.1 All All All

Application Ca Unicenter Software Delivery 3.1 sp1 All All

Application Ca Unicenter Software Delivery 3.1 sp2 All All

Application Ca Unicenter Software Delivery 4.0 All All All

Application Ca Unicenter Software Delivery 4.0 sp1 All All

Application Ca Unicenter Software Delivery 3.0 All All All

Application Ca Unicenter Software Delivery 3.1 All All All

Application Ca Unicenter Software Delivery 3.1 sp1 All All

Application Ca Unicenter Software Delivery 3.1 sp2 All All

Application Ca Unicenter Software Delivery 4.0 All All All

Application Ca Unicenter Software Delivery 4.0 sp1 All All

Application Ca Unicenter Tng 2.1 All All All

Application Ca Unicenter Tng 2.2 All All All

Application Ca Unicenter Tng 2.2 All All ja

Application Ca Unicenter Tng 2.4 All All All

Application Ca Unicenter Tng 2.4.2 All All All

Application Ca Unicenter Tng 2.1 All All All

Application Ca Unicenter Tng 2.2 All All All

Application Ca Unicenter Tng 2.2 All All ja

Application Ca Unicenter Tng 2.4 All All All

Application Ca Unicenter Tng 2.4.2 All All All
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References

Reference Source Link Tags

18915 OSVDB www.osvdb.org Broken Link

SupportConnect - CA Message Queuing Security Notice CONFIRM supportconnectw.ca.com Broken Link

Computer Associates Message Queuing (CAM/CAFT) multiple vulnerabilities MISC www3.ca.com Broken Link

Webmail - OVH VUPEN www.vupen.com Third Party Advisory

Computer Associates Message Queuing Denial Of Service Vulnerability BID www.securityfocus.com Patch, Third Party Advisory, VDB Entry

Secunia - Advisories - CA Various Products Message Queuing Vulnerabilities SECUNIA secunia.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://status.cve.report
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