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Summary

CVE CVE-2005-2700

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-06 23:03:00 UTC

Updated 2023-02-13 01:16:00 UTC

Description ssl_engine_kernel.c in mod_ssl before 2.8.24, when using "SSLVerifyClient optional" in the global virtual host configuration, does not properly enforce "SSLVerifyClient require" in a per-location context, which allows remote attackers to bypass intended access restrictions.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All
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Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All
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Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.1 All All All

Application Apache Http Server 2.1.1 All All All

Application Apache Http Server 2.1.2 All All All

Application Apache Http Server 2.1.3 All All All

Application Apache Http Server 2.1.4 All All All

Application Apache Http Server 2.1.5 All All All

Application Apache Http Server 2.1.6 All All All

Operating System Canonical Ubuntu Linux 4.10 All All All

Operating System Canonical Ubuntu Linux 5.04 All All All

Operating System Debian Debian Linux 3.0 All All All

Operating System Debian Debian Linux 3.1 All All All

Application Mod Ssl Mod Ssl 2.0.15 All All All

Application Mod Ssl Mod Ssl 2.1.8 All All All

Application Mod Ssl Mod Ssl 2.2.8 All All All

Application Mod Ssl Mod Ssl 2.3.11 All All All

Application Mod Ssl Mod Ssl 2.4.10 All All All

Application Mod Ssl Mod Ssl 2.5.1 All All All

Application Mod Ssl Mod Ssl 2.6.6 All All All

Application Mod Ssl Mod Ssl 2.7.1 All All All

Application Mod Ssl Mod Ssl 2.8.14 All All All

Application Mod Ssl Mod Ssl 2.8.15 All All All

Application Mod Ssl Mod Ssl 2.8.16 All All All

Application Mod Ssl Mod Ssl 2.8.18 All All All

Application Mod Ssl Mod Ssl 2.8.19 All All All

Application Mod Ssl Mod Ssl 2.8.20 All All All

Application Mod Ssl Mod Ssl 2.8.21 All All All

Application Mod Ssl Mod Ssl 2.8.22 All All All

Application Mod Ssl Mod Ssl 2.8.23 All All All

Application Mod Ssl Mod Ssl 2.8.24 All All All

Application Mod Ssl Mod Ssl 2.0.15 All All All
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Application Mod Ssl Mod Ssl 2.0.15 All All All

Application Mod Ssl Mod Ssl 2.1.8 All All All

Application Mod Ssl Mod Ssl 2.2.8 All All All

Application Mod Ssl Mod Ssl 2.3.11 All All All

Application Mod Ssl Mod Ssl 2.4.10 All All All

Application Mod Ssl Mod Ssl 2.5.1 All All All

Application Mod Ssl Mod Ssl 2.6.6 All All All

Application Mod Ssl Mod Ssl 2.7.1 All All All

Application Mod Ssl Mod Ssl 2.8.14 All All All

Application Mod Ssl Mod Ssl 2.8.15 All All All

Application Mod Ssl Mod Ssl 2.8.16 All All All

Application Mod Ssl Mod Ssl 2.8.18 All All All

Application Mod Ssl Mod Ssl 2.8.19 All All All

Application Mod Ssl Mod Ssl 2.8.20 All All All

Application Mod Ssl Mod Ssl 2.8.21 All All All

Application Mod Ssl Mod Ssl 2.8.22 All All All

Application Mod Ssl Mod Ssl 2.8.23 All All All

Application Mod Ssl Mod Ssl 2.8.24 All All All

Operating System Redhat Enterprise Linux 3.0 All advanced_servers All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux 3.0 All advanced_servers All

Operating System Redhat Enterprise Linux 3.0 All enterprise_server All

Operating System Redhat Enterprise Linux 3.0 All workstation All

Operating System Redhat Enterprise Linux 4.0 All advanced_server All

Operating System Redhat Enterprise Linux 4.0 All enterprise_server All

Operating System Redhat Enterprise Linux 4.0 All workstation All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP server 2.0.55: http://httpd.apache.org/security/vulnerabilities_20.html

There are currently no legacy QID mappings associated with this CVE.
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