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CVE CVE-2005-2715
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-10-12 22:02:00 UTC
Updated 2008-09-05 20:52:00 UTC
Description Format string vulnerability in the Java user interface service (bpjava-msvc) daemon for VERITAS NetBackup Data and Bus
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Symantec Veritas Netbackup Data And Business Center 4.5fp All All All
Application Symantec Veritas Netbackup Data And Business Center 4.5mp All All All
Application Symantec Veritas Netbackup Data And Business Center 4.5fp All All All
Application Symantec Veritas Netbackup Data And Business Center 4.5mp All All All
Application Symantec Veritas Netbackup Enterprise Server Client 5.0 All All All
Application Symantec Veritas Netbackup Enterprise Server Client 5.1 All All All
Application Symantec Veritas Netbackup Enterprise Server Client 6.0 All All All
Application Symantec Veritas Netbackup Enterprise Server Client 5.0 All All All
Application Symantec Veritas Netbackup Enterprise Server Client 5.1 All All All
Application Symantec Veritas Netbackup Enterprise Server Client 6.0 All All All
Reference

#102054: Security Vulnerability in Symantec/VERITAS NetBackup
A vulnerability has recently been discovered, which affects the bpjava-msvc logon process within VERITAS NetBackup (tm) 4.5, 5.0, 5.1, and
SecurityTracker.com Archives - VERITAS NetBackup bpjava-msvc Logon Format String Bug Lets Remote Users Execute Arbitrary Code

ZDI-05-001 | Zero Day Initiative



https://cve.report/
https://cve.report/CVE-2005-2715/mitre
https://cve.report/CVE-2005-2715/nist
https://cve.report/CVE-2005-2715/cve_org
https://cve.report/CVE-2005-2715.pdf
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_data_and_business_center
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_data_and_business_center
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_data_and_business_center
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_data_and_business_center
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_enterprise_server_client
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_enterprise_server_client
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_enterprise_server_client
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_enterprise_server_client
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_enterprise_server_client
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/netbackup_enterprise_server_client
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102054-1
http://seer.support.veritas.com/docs/279085.htm
http://securitytracker.com/id?1015028
http://www.zerodayinitiative.com/advisories/ZDI-05-001.html

US-CERT Vulnerability Note VU#495556

Secunia - Advisories - VERITAS NetBackup "bpjava-msvc" Format String Vulnerability
VERITAS NetBackup Java User-Interface Remote Format String Vulnerability
VERITAS NetBackup: Java User-Interface, format string vulnerability

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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