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Certain versions of Quicktime from Apple contain the following
vulnerability:

Apple QuickTime before 7.0.3 allows user-assisted attackers to
overwrite memory and execute arbitrary code via a crafted PICT file
that triggers an overflow during expansion.

CVSS2 Score: 5.1 - MEDIUM

Access
Vector

Access
Complexity

Authentication

NETWORK HIGH NONE

Confidentiality
Impact

Integrity
Impact

Availability
Impact

PARTIAL PARTIAL PARTIAL

CVE References

Description Tags Link

Secunia - Advisories - Apple QuickTime Multiple Vulnerabilities web.archive.org

text/html

 SECUNIA 17428

About the security content of QuickTime 7.0.3 web.archive.org

text/html

Inactive Link Not Archived

 CONFIRM
docs.info.apple.com/article.html?
artnum=302772

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH www.vupen.com

inode/x-empty

 VUPEN ADV-2005-2293

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 20478

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20051104 Advisory:
Apple QuickTime PICT Remote
Memory Overwrite

CVE-2005-2756 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2005-2756/nist
https://cve.report/CVE-2005-2756/cve_org
https://cve.report/CVE-2005-2756.pdf
http://cve.report/software/apple/quicktime
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/17428
https://web.archive.org/web/2005/http://docs.info.apple.com/article.html?artnum=302772
http://www.vupen.com/english/advisories/2005/2293
http://www.osvdb.org/20478
http://www.securityfocus.com/archive/1/415714/30/0/threaded


Memory Overwrite

SecurityTracker.com Archives - Apple QuickTime Player Integer and
Buffer Overflows Let Remote Users Execute Arbitrary Code

Patch

Vendor Advisory

securitytracker.com

text/html

 SECTRACK 1015152

US-CERT Vulnerability Note VU#855118 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#855118

DNS resolution error | pb.specialised.info | Cloudflare Vendor Advisory

pb.specialised.info

text/plain

Inactive Link Not Archived

 MISC
pb.specialised.info/all/adv/quicktime-
pict-adv.txt

Apple QuickTime Compressed PICT Data Remote Buffer Overflow
Vulnerability

cve.report (archive)

text/html

 BID 15309

Apple QuickTime PICT Remote Memory Overwrite - CXSecurity.com securityreason.com

text/html

 SREASON 144

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apple Quicktime 6.5.2 All mac_os_x_10.2 All

Application Apple Quicktime 6.5.2 All mac_os_x_10.3 All

Application Apple Quicktime 7.0 All windows All

Application Apple Quicktime 7.0.1 All mac_os_x_10.3 All

Application Apple Quicktime 7.0.1 All mac_os_x_10.4 All

Application Apple Quicktime 7.0.1 All windows All

Application Apple Quicktime 6.5.2 All mac_os_x_10.2 All

Application Apple Quicktime 6.5.2 All mac_os_x_10.3 All

Application Apple Quicktime 7.0 All windows All

Application Apple Quicktime 7.0.1 All mac_os_x_10.3 All

Application Apple Quicktime 7.0.1 All mac_os_x_10.4 All

Application Apple Quicktime 7.0.1 All windows All

Application Apple Quicktime All All windows All

cpe:2.3:a:apple:quicktime:6.5.2:*:mac_os_x_10.2:*:*:*:*:*:

cpe:2.3:a:apple:quicktime:6.5.2:*:mac_os_x_10.3:*:*:*:*:*:

cpe:2.3:a:apple:quicktime:7.0:*:windows:*:*:*:*:*:
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No vendor comments have been submitted for this CVE
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