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Summary

CVE CVE-2005-2849

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-08 10:03:00 UTC

Updated 2016-10-18 03:30:00 UTC

Description Argument injection vulnerability in Barracuda Spam Firewall running firmware 3.1.16 and 3.1.17 allows remote attackers to (1) read portions of source code via the -f option to Dig (dig_device.cgi), (2) determine file existence via the -r argument to Tcpdump (tcpdump_device.cgi) or (3) modify files in the cgi-bin directory via the -w argument to Tcpdump.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Barracuda Networks Barracuda Spam Firewall 3.1.16 All All All

Hardware Barracuda Networks Barracuda Spam Firewall 3.1.17 All All All

Hardware Barracuda Networks Barracuda Spam Firewall 3.1.16 All All All

Hardware Barracuda Networks Barracuda Spam Firewall 3.1.17 All All All

References

Reference Source

SecuriWeb: Ressources/AvisDeSecurite/2005.1 MISC

SecurityTracker.com Archives - Barracuda Spam Firewall 'img.pl' Discloses Files to Remote Users and Permits Command Execution SECTRACK

'[SecuriWeb.2005.1] - Barracuda SPAM firewall advisory' - MARC BUGTRAQ

Secunia - Advisories - Barracuda Spam Firewall Multiple Vulnerabilities SECUNIA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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