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Certain versions of Firefox from Mozilla contain the following
vulnerability:

Buffer overflow in the International Domain Name (IDN) support in
Mozilla Firefox 1.0.6 and earlier, and Netscape 8.0.3.3 and 7.2, allows
remote attackers to cause a denial of service (crash) and possibly
execute arbitrary code via a hostname with all "soft" hyphens
(character 0xAD), which is not properly handled by the NormalizeIDN

call in nsStandardURL::BuildNormalizedSpec.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

[FLSA-2006:168375] Updated mozilla packages
fix security issues

www.redhat.com

text/html

 FEDORA FLSA-2006:168375

Gentoo Linux Documentation -- Mozilla Suite,
Mozilla Firefox: Multiple vulnerabilities

www.gentoo.org

text/html

 GENTOO GLSA-200509-11

Advisories - Mandriva www.mandriva.com

text/html

 MANDRIVA MDKSA-2005:174

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 19255

Secunia - Advisories - Debian update for mozilla- web.archive.org  SECUNIA 17284

CVE-2005-2871 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-2871/mitre
https://cve.report/CVE-2005-2871/nist
https://cve.report/CVE-2005-2871/cve_org
https://cve.report/CVE-2005-2871.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.redhat.com/archives/fedora-legacy-announce/2006-January/msg00004.html
http://www.gentoo.org/security/en/glsa/glsa-200509-11.xml
http://www.mandriva.com/security/advisories?name=MDKSA-2005:174
http://www.osvdb.org/19255
https://web.archive.org/web/2005/http://secunia.com/advisories/17284


Secunia - Advisories - Debian update for mozilla-
thunderbird

web.archive.org

text/html

 SECUNIA 17284

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 CIAC P-303

Secunia - Advisories - Firefox IDN URL Domain
Name Buffer Overflow

web.archive.org

text/html

 SECUNIA 16764

MFSA 2005-57: IDN heap overrun using soft-
hyphens

www.mozilla.org

text/html

 CONFIRM
www.mozilla.org/security/announce/mfsa2005-57.html

Debian -- Security Information -- DSA-866-1
mozilla

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-866

Secunia - Advisories - Fedora update for
thunderbird

web.archive.org

text/html

 SECUNIA 17042

SecurityReason - HP-UX Mozilla Remote
Unauthorized Execution of Privileged Code or
Denial of Service (DoS)

securityreason.com

text/html

 SREASON 83

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF mozilla-url-bo(22207)

No Description Provided Exploit

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 MISC www.security-protocols.com/advisory/sp-x17-
advisory.txt

307259 – Firefox 1.0.6 buffer overflow with
hostname of all soft hyphens [@
nsStringBuffer::Realloc] [@
nsCSubstring::Capacity] [@
nsGenericElement::~nsGenericElement]

bugzilla.mozilla.org

text/html

 CONFIRM bugzilla.mozilla.org/show_bug.cgi?
id=307259

Debian -- Security Information -- DSA-837-1
mozilla-firefox

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-837

US-CERT Vulnerability Note VU#573857 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#573857

Debian -- Security Information -- DSA-868-1
mozilla-thunderbird

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-868

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:9608

Secunia - Advisories - Debian update for mozilla web.archive.org

text/html

 SECUNIA 17263

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2005:769

Support www.redhat.com

text/html

 REDHAT RHSA-2005:768

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2005-1690

Secunia - Advisories - Red Hat update for
thunderbird

web.archive.org

text/html

 SECUNIA 17090

https://web.archive.org/web/2005/http://www.ciac.org/ciac/bulletins/p-303.shtml
https://web.archive.org/web/2005/http://secunia.com/advisories/16764
http://www.mozilla.org/security/announce/mfsa2005-57.html
http://www.debian.org/security/2005/dsa-866
https://web.archive.org/web/2005/http://secunia.com/advisories/17042
http://securityreason.com/securityalert/83
https://exchange.xforce.ibmcloud.com/vulnerabilities/22207
https://web.archive.org/web/2005/http://www.security-protocols.com/advisory/sp-x17-advisory.txt
https://bugzilla.mozilla.org/show_bug.cgi?id=307259
http://www.debian.org/security/2005/dsa-837
http://www.kb.cert.org/vuls/id/573857
http://www.debian.org/security/2005/dsa-868
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9608
https://web.archive.org/web/2005/http://secunia.com/advisories/17263
http://www.redhat.com/support/errata/RHSA-2005-769.html
http://www.redhat.com/support/errata/RHSA-2005-768.html
http://www.vupen.com/english/advisories/2005/1690
https://web.archive.org/web/2005/http://secunia.com/advisories/17090


Secunia - Advisories - Mozilla IDN URL Domain
Name Buffer Overflow

web.archive.org

text/html

 SECUNIA 16767

SecuriTeam.com ™ - Gecko Based Browser IDN
Buffer Overflow

www.securiteam.com

text/html

 MISC
www.securiteam.com/securitynews/5RP0B0UGVW.html

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2005:791

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2005-1824

usn/usn-181-1 - Ubuntu Linux www.ubuntu.com

text/html

 UBUNTU USN-181-1

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:1287

Secunia - Advisories - Netscape IDN URL Domain
Name Buffer Overflow

web.archive.org

text/html

 SECUNIA 16766

SecurityTracker.com Archives - Mozilla Firefox
Buffer Overflow in Processing Hostnames May Let
Remote Users Execute Arbitrary Code

securitytracker.com

text/html

 SECTRACK 1014877

No Description Provided Exploit

web.archive.org

text/html

Inactive Link Not Archived

 MISC www.security-protocols.com/firefox-death.html

Neohapsis Archives - Full Disclosure List - #0316
- [Full-disclosure] FireFox "Host:" Buffer Overflow
is not just exploitable on FireFox

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20050911 FireFox "Host:" Buffer
Overflow is not just exploitable on FireFox

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2005-1691

Mozilla/Netscape/Firefox Browsers Domain Name
Remote Buffer Overflow Vulnerability

cve.report (archive)

text/html

 BID 14784

'[Full-disclosure] Mozilla Firefox "Host:" Buffer
Overflow' - MARC

marc.info

text/html

 FULLDISC 20050909 Mozilla Firefox "Host:" Buffer
Overflow

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:584

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

https://web.archive.org/web/2005/http://secunia.com/advisories/16767
http://www.securiteam.com/securitynews/5RP0B0UGVW.html
http://www.redhat.com/support/errata/RHSA-2005-791.html
http://www.vupen.com/english/advisories/2005/1824
http://www.ubuntu.com/usn/usn-181-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1287
https://web.archive.org/web/2005/http://secunia.com/advisories/16766
http://securitytracker.com/id?1014877
https://web.archive.org/web/2005/http://www.security-protocols.com/firefox-death.html
https://web.archive.org/web/2005/http://archives.neohapsis.com/archives/fulldisclosure/2005-09/0316.html
http://www.vupen.com/english/advisories/2005/1691
http://cve.report/bid/14784
http://marc.info/?l=full-disclosure&m=112624614008387&w=2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A584
mailto:%20comment@cve.report
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox


← Previous ID Next ID→

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.5 beta1 All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.5 beta1 All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:mozilla:firefox:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5:beta1:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.5:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:firefox:1.5:beta1:*:*:*:*:*:*:

http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
https://cve.report/CVE-2005-2870
https://cve.report/CVE-2005-2872


© CVE.report 2023   |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2005-2871
	CVSS2 Score: 7.5 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)


