VE-2 -287
Published on: 09/09/2005 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:27:28 PM UTC

CVE-2005-2873

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNINAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The ipt_recent kernel module (ipt_recent.c) in Linux kernel 2.6.12 and
earlier does not properly perform certain time tests when the jiffies
value is greater than LONG_MAX, which can cause ipt_recent netfilter
rules to block too early, a different vulnerability than CVE-2005-2872.

CVE-2005-2873 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:9838
text/html

Linux Kernel Netfilter Ipt_recent Remote Denial of cve.report (archive) () BID 14791
Service Vulnerability text/html

Advisories - Mandriva Linux www.mandriva.com & MANDRAKE MDKSA-2005:219
text/ntml

Advisories - Mandriva Linux www.mandriva.com & MANDRIVA MDKSA-2005:235
text/html

Fixing the ipt_recent Netfilter Module | no wow &l MISC blog.blackdown.de/2005/05/09/fixing-the-
Vendor Advisory ipt_recent-netfilter-module/
blog.blackdown.de

text/html



https://cve.report/
https://cve.report/CVE-2005-2873/mitre
https://cve.report/CVE-2005-2873/nist
https://cve.report/CVE-2005-2873/cve_org
https://cve.report/CVE-2005-2873.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9838
http://cve.report/bid/14791
http://www.mandriva.com/security/advisories?name=MDKSA-2005:219
http://www.mandriva.com/security/advisories?name=MDKSA-2005:235
http://blog.blackdown.de/2005/05/09/fixing-the-ipt_recent-netfilter-module/

rhn.redhat.com | Red Hat Support & REDHAT RHBA-2007-0304

text/html
Not Archived

Advisories - Mandriva Linux # MANDRAKE MDKSA-2005:220

text/html

Secunia - Advisories - Mandriva update for kernel ) SECUNIA 17826

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.0 test1 All All
System

Operating Linux Linux Kernel 2.6.0 test10 All All
System

Operating Linux Linux Kernel 2.6.0 test11 All All
System

Operating Linux Linux Kernel 2.6.0 test2 All All
System

Operating Linux Linux Kernel 2.6.0 test3 All All
System

Operating Linux Linux Kernel 2.6.0 test4 All All
System

Operating Linux Linux Kernel 2.6.0 testb All All
System

Operating Linux Linux Kernel 2.6.0 test6 All All
System

Operating Linux Linux Kernel 2.6.0 test7 All All
System

Operating Linux Linux Kernel 2.6.0 test8 All All
System

Operating Linux Linux Kernel 2.6.0 test9 All All
System

Operating Linux Linux Kernel 2.6.1 All All All
System

Operating Linux Linux Kernel 2.6.1 rci All All
System

Operating Linux Linux Kernel 2.6.1 rc2 All All

[ N,


https://web.archive.org/web/2005/http://rhn.redhat.com/errata/RHBA-2007-0304.html
http://www.mandriva.com/security/advisories?name=MDKSA-2005:220
https://web.archive.org/web/2005/http://secunia.com/advisories/17826
mailto:%20comment@cve.report
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cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:*:**:*:*:

akLk Lk akukk.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*: """

Ak kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: "

Skkakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* % ™

dkk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:**:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.3:* % :*:
cpe:2.3:0:linux:linux_kernel:2.6.11.4:
cpe:2.3:0:linux:linux_kernel:2.6.11.5: ™

dkuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:* "
cpe:2.3:0:linux:linux_kernel:2.6.11.7:
cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**:***:*:

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*: "
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:":*:**
cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.8.1: " :*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*: 7 :*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:386::*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:686::*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:686_smp:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_k8:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_k8_smp:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_xeon:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:k7:*:*:*:*:*;
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:k7_smp:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power3_smp:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power4:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:power4_smp:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:powerpc:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:powerpc_smp:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

akakak ok ak Rk,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:™:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*:*:*:*:*:

AmaN DA liminslimiing Laviaal:N 0 NadAaadd dokokokok ok,



kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:™:*:*:*:*:*:

Rk Lk LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:™:*:*:*:*:*:

kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:***:*:*:

AkLkakakukk.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*:**:**:*:

kKoK kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: 7

dkakakukk k.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

Lkkakkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3: " "™

cpe:2.3:0:linux:linux_kernel:2.6.11.1

Skak ok kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:* "
cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.4: 7
cpe:2.3:0:linux:linux_kernel:2.6.11.5:* "™

Sk ok akakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.7:% " "™

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:* "



cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:":*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:":*: ™
cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

kKKK Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*::

KKKk ukk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*::***:*:*:



No vendor comments have been submitted for this CVE
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