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Summary

CVE CVE-2005-2917

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-30 18:05:00 UTC

Updated 2017-10-11 01:30:00 UTC

Description Squid 2.5.STABLE10 and earlier, while performing NTLM authentication, does not properly handle certain request sequences, which allows attackers to cause a denial of service (daemon restart).

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Squid Squid 2.5.9 All All All

Application Squid Squid 2.5.9 All All All

Application Squid Squid All All All All

References

Reference Source Link

Debian -- Security Information -- DSA-828-1 squid DEBIAN www.debian.org

SCOSA-2005.49 SCO ftp.sco.com

Security Announcement SUSE www.novell.com

404 Not Found FEDORA fedoranews.org

SecurityTracker.com Archives - Squid Can Be Crashed By Remote Users With Specially Crafted Authentication Headers SECTRACK securitytracker.com

Secunia - Advisories - Squid NTLM Authentication Handling Denial of Service SECUNIA secunia.com

19607 OSVDB www.osvdb.org

Support REDHAT www.redhat.com

Secunia - Advisories - Ubuntu update for squid SECUNIA secunia.com

Secunia - Advisories - Mandriva update for squid SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

https://cve.report/
https://cve.report/CVE-2005-2917/mitre
https://cve.report/CVE-2005-2917/nist
https://cve.report/CVE-2005-2917/cve_org
https://cve.report/CVE-2005-2917.pdf
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://cve.report/vendor/squid
http://cve.report/software/squid/squid
http://www.debian.org/security/2005/dsa-828
ftp://ftp.sco.com/pub/updates/OpenServer/SCOSA-2005.49/SCOSA-2005.49.txt
http://www.novell.com/linux/security/advisories/2005_27_sr.html
http://fedoranews.org/updates/FEDORA--.shtml
http://securitytracker.com/id?1014920
http://secunia.com/advisories/16992
http://www.osvdb.org/19607
http://www.redhat.com/support/errata/RHSA-2006-0052.html
http://secunia.com/advisories/17050
http://secunia.com/advisories/17177
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11580


Squid Proxy Client NTLM Authentication Denial Of Service Vulnerability BID www.securityfocus.com

20060401-01-U SGI patches.sgi.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

usn/usn-192-1 - Ubuntu Linux UBUNTU www.ubuntu.com

Secunia - Advisories - Red Hat update for squid SECUNIA secunia.com

Secunia - Advisories - Debian update for squid SECUNIA secunia.com

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECUNIA secunia.com

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

Advisories - Mandriva MANDRIVA www.mandriva.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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