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CVE CVE-2005-2960
State PUBLIC
Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-10-05 19:02:00 UTC
Updated 2017-07-11 01:33:00 UTC
Description cfengine 1.6.5 and 2.1.16 allows local users to overwrite arbitrary files via a symlink attack on temporary files used by vicf.ir
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 3.1 All All All
Operating System Debian Debian Linux 3.1 All alpha All
Operating System Debian Debian Linux 3.1 All amd64 All
Operating System Debian Debian Linux 3.1 All arm All
Operating System Debian Debian Linux 3.1 All hppa All
Operating System Debian Debian Linux 3.1 All ia-32 All
Operating System Debian Debian Linux 3.1 All ia-64 All
Operating System Debian Debian Linux 3.1 All m68k All
Operating System Debian Debian Linux 3.1 All mips All
Operating System Debian Debian Linux 3.1 All mipsel All
Operating System Debian Debian Linux 3.1 All ppc All
Operating System Debian Debian Linux 3.1 All s-390 All
Operating System Debian Debian Linux 3.1 All sparc All
Operating System Debian Debian Linux 3.1 All All All
Operating System Debian Debian Linux 3.1 All alpha All
Operating System Debian Debian Linux 3.1 All amd64 All
Operating System Debian Debian Linux 3.1 All arm All
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Application Gnu Cfengine 2.1.8 All All All
Application Gnu Cfengine 2.1.9 All All All
Application Gnu Cfengine 1.5 All All All
Application Gnu Cfengine 1.5.3-4 All All All
Application Gnu Cfengine 1.6 alo All All
Application Gnu Cfengine 1.6 ali All All
Application Gnu Cfengine 1.6.5 All All All
Application Gnu Cfengine 2.0.0 All All All
Application Gnu Cfengine 2.0.1 All All All
Application Gnu Cfengine 2.0.2 All All All
Application Gnu Cfengine 2.0.3 All All All
Application Gnu Cfengine 2.0.4 All All All
Application Gnu Cfengine 2.05 All All All
Application Gnu Cfengine 2.0.5 b1 All All
Application Gnu Cfengine 2.0.5 pre All All
Application Gnu Cfengine 2.0.5 pre2 All All
Application Gnu Cfengine 2.0.6 All All All
Application Gnu Cfengine 2.0.7 All All All
Application Gnu Cfengine 2.0.7 p1 All All
Application Gnu Cfengine 2.0.7 p2 All All
Application Gnu Cfengine 2.0.7 p3 All All
Application Gnu Cfengine 2.0.8 All All All
Application Gnu Cfengine 2.0.8 p1 All All
Application Gnu Cfengine 2.1.0 a6 All All
Application Gnu Cfengine 2.1.0 a8 All All
Application Gnu Cfengine 2.1.0 a9 All All
Application Gnu Cfengine 2.1.16 All All All
Application Gnu Cfengine 217 pi All All
Application Gnu Cfengine 2.1.8 All All All
Application Gnu Cfengine 21.9 All All All
Reference Source Link

Security Announcement SUSE www.novell.com
Secunia - Advisories - Mandriva update for cfengine SECUNIA secunia.com
Advisories - Mandriva MANDRIVA  www.mandriva.com
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Debian update for cfengine - Advisories - Secunia

Debian -- Security Information -- DSA-835-1 cfengine

Debian -- Security Information -- DSA-836-1 cfengine2

usn/usn-198-1 - Ubuntu Linux

Secunia - Advisories - Cfengine Insecure Temporary File Creation Vulnerabilities

107871 — net-misc/cfengine: insecure temporary file use

Ubuntu update for cfengine - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Google Groups

Secunia - Advisories - SUSE Updates for Multiple Packages

Debian update for cfengine2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
GNU CFEngine Insecure Temporary File Creation Vulnerability

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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