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Summary

CVE CVE-2005-2964

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-28 21:03:00 UTC

Updated 2017-07-11 01:33:00 UTC

Description Stack-based buffer overflow in AbiWord before 2.2.10 allows attackers to execute arbitrary code via the RTF import mechanism.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Abisource Community Abiword All All All All

References

Reference Source Link

Gentoo Linux Documentation -- Texinfo: Insecure temporary file creation GENTOO www.gentoo.org

Gentoo Linux Documentation -- AbiWord: RTF import stack-based buffer overflow GENTOO www.gentoo.org

Secunia - Advisories - Gentoo update for abiword SECUNIA secunia.com

Secunia - Advisories - Gentoo update for texinfo SECUNIA secunia.com

Security Announcement SUSE www.novell.com

Debian update for abiword - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityTracker.com Archives - AbiWord Buffer Overflow in RTF Importer May Let Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

Secunia - Advisories - Fedora update for abiword SECUNIA secunia.com

Secunia - Advisories - Ubuntu update for abiword SECUNIA secunia.com

AbiWord RTF File Processing Buffer Overflow Vulnerability BID www.securityfocus.com

Secunia - Advisories - SUSE Updates for Multiple Packages SECUNIA secunia.com

Secunia - Advisories - AbiWord RTF Importer Buffer Overflow Vulnerability SECUNIA secunia.com

https://cve.report/
https://cve.report/CVE-2005-2964/mitre
https://cve.report/CVE-2005-2964/nist
https://cve.report/CVE-2005-2964/cve_org
https://cve.report/CVE-2005-2964.pdf
http://cve.report/vendor/abisource
http://cve.report/software/abisource/community_abiword
http://www.gentoo.org/security/en/glsa/glsa-200510-04.xml
http://www.gentoo.org/security/en/glsa/glsa-200509-20.xml
http://secunia.com/advisories/17012
http://secunia.com/advisories/17070
http://www.novell.com/linux/security/advisories/2005_23_sr.html
http://secunia.com/advisories/17551
https://exchange.xforce.ibmcloud.com/vulnerabilities/22454
http://securitytracker.com/id?1014982
http://secunia.com/advisories/17052
http://secunia.com/advisories/16990
http://www.securityfocus.com/bid/14971
http://secunia.com/advisories/17215
http://secunia.com/advisories/16982


usn/usn-188-1 - Ubuntu Linux UBUNTU www.ubuntu.com

Debian -- Security Information -- DSA-894-1 abiword DEBIAN www.debian.org

AbiWord v2.2.10 Release Notes CONFIRM www.abiword.org

19717 OSVDB www.osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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