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CVE CVE-2005-3011
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-21 20:03:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description The sort_offline function for texindex in texinfo 4.8 and earlier allows local users to overwrite arbitrary files via a symlink atte

/ ]

Risk And Classification

Primary CVSS: v2.0 1.2 from nvd@nist.gov

AV:L/AC:H/Au:N/C:N/I:P/A:N

Problem Types: CWE-59 | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Texinfo All All All All


https://cve.report/
https://cve.report/CVE-2005-3011/mitre
https://cve.report/CVE-2005-3011/nist
https://cve.report/CVE-2005-3011/cve_org
https://cve.report/api/cve/CVE-2005-3011.json
https://cve.report/CVE-2005-3011.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/texinfo

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia af854a3a-2127-4
Debian update for texinfo - Advisories - Secunia af854a3a-2127-4
Secunia - Advisories - FreeBSD update for texindex af854a83a-2127-4
Secunia - Advisories - Mandriva update for texinfo af854a3a-2127-4
VMware ESX Server Multiple Vulnerabilities - Advisories - Secunia af854a83a-2127-4
rhn.redhat.com | Red Hat Support af854a3a-2127-4
About Security Update 2007-005 af854a3a-2127-4
Repository / Oval Repository af854a3a-2127-4
Security Announcement af854a83a-2127-4
Gentoo Linux Documentation -- Texinfo: Insecure temporary file creation af854a3a-2127-4
Webmail - OVH af854a3a-2127-4
Page Not Found af854a3a-2127-4

SecurityTracker.com Archives - FreeBSD texindex Unsafe Temporary Files May Let Local Users Gain Elevated Privileges af854a3a-2127-4

Advisories - Mandriva af854a3a-2127-4
Secunia - Advisories - Fedora update for texinfo af854a8a-2127-4
TSLSA-2005-0059 - multi af854a3a-2127-4
APPLE-SA-2007-05-24 Security Update 2007-005 af854a3a-2127-4
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-4
Secunia - Advisories - SUSE Updates for Multiple Packages af854a3a-2127-4
Secunia - Advisories - GNU Texinfo Insecure Temporary File Creation af854a3a-2127-4
GNU Texinfo Insecure Temporary File Creation Vulnerability af854a3a-2127-4
usn/usn-194-1 - Ubuntu Linux af854a3a-2127-4

SecurityTracker.com Archives - Texinfo 'texindex' Unsafe Temporary File May Let Local Users Gain Elevated Privileges af854a3a-2127-4

ftp.freebsd.org/pub/FreeBSD/CERT/advisories/FreeBSD-SA-06:01.texindex.asc af854a83a-2127-4
Secunia - Advisories - Ubuntu update for texinfo af854a3a-2127-4
Apple Mac OS X Security Update for Multiple Vulnerabilities - Advisories - Secunia af854a83a-2127-4
patches.sgi.com/support/free/security/advisories/20061101-01-P af854a3a-2127-4
#328365 - temporary file race in texindex - Debian Bug report logs af854a83a-2127-4

SecurityFocus af854a3a-2127-4
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/22929
http://secunia.com/advisories/23112
http://secunia.com/advisories/18401
http://secunia.com/advisories/17076
http://secunia.com/advisories/24788
http://www.redhat.com/support/errata/RHSA-2006-0727.html
http://docs.info.apple.com/article.html?artnum=305530
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10589
http://www.novell.com/linux/security/advisories/2005_23_sr.html
http://www.gentoo.org/security/en/glsa/glsa-200510-04.xml
http://www.vupen.com/english/advisories/2007/1267
http://www.vmware.com/support/vi3/doc/esx-2559638-patch.html
http://securitytracker.com/id?1015468
http://www.mandriva.com/security/advisories?name=MDKSA-2005:175
http://secunia.com/advisories/17211
http://lists.trustix.org/pipermail/tsl-announce/2005-October/000354.html
http://lists.apple.com/archives/security-announce/2007/May/msg00004.html
http://www.vupen.com/english/advisories/2007/1939
http://secunia.com/advisories/17215
http://secunia.com/advisories/16816
http://www.securityfocus.com/bid/14854
http://www.ubuntu.com/usn/usn-194-1
http://securitytracker.com/id?1014992
ftp://ftp.freebsd.org/pub/FreeBSD/CERT/advisories/FreeBSD-SA-06:01.texindex.asc
http://secunia.com/advisories/17093
http://secunia.com/advisories/25402
ftp://patches.sgi.com/support/free/security/advisories/20061101-01-P
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=328365
http://www.securityfocus.com/archive/1/464745/100/0/threaded
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Debian -- Security Information -- DSA-1219-1 texinfo af854a3a-2127-4
Secunia - Advisories - Gentoo update for texinfo af854a8a-2127-4
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Updated packages to correct this issue are available along with our advisory: http://rhn.redhat.cc
4| |

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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CVE.report and Source URL Uptime Status status.cve.report


http://www.vmware.com/support/vi3/doc/esx-1121906-patch.html
http://www.debian.org/security/2006/dsa-1219
http://secunia.com/advisories/17070
https://www.cve.org/CVERecord?id=CVE-2005-3011
https://nvd.nist.gov/vuln/detail/CVE-2005-3011
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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