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CVE CVE-2005-3042
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-22 10:03:00 UTC
Updated 2011-03-08 02:25:00 UTC
Description miniserv.pl in Webmin before 1.230 and Usermin before 1.160, when "full PAM conversations" is enabled, allows remote at

/ |
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Usermin Usermin 1.150 All All All

Application Usermin Usermin 1.150 All All All

Application Webmin Webmin 1.2.20 All All All

Application Webmin Webmin 1.2.20 All All All

Reference Source Lii
Advisories - Mandriva MANDRIVA  wv
JVN#40940493: Webmin & & U Usermin [C$ 7 2 2B DRSS JVN jvr
EFAUTARWEDOS Y | BREFIEFAVTAXNEONA AT MISC wy
Secunia - Advisories - Webmin / Usermin PAM Authentication Bypass Vulnerability SECUNIA se
Webmin/Usermin PAM Authentication Bypass Vulnerability - SecurityReason.com SREASON  se
Changes since Webmin version 1.220 CONFIRM  wv
Neohapsis Archives - Bugtraq - #0257 - [SNS Advisory No.83] Webmin/Usermin PAM Authentication Bypass Vulnerability BUGTRAQ  ar
Security Announcement SUSE wv
Changes since Usermin version 1.150 CONFIRM  wy
Gentoo Linux Documentation -- Webmin, Usermin: Remote code execution through PAM authentication GENTOO wv



https://cve.report/
https://cve.report/CVE-2005-3042/mitre
https://cve.report/CVE-2005-3042/nist
https://cve.report/CVE-2005-3042/cve_org
https://cve.report/CVE-2005-3042.pdf
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/usermin
http://cve.report/software/usermin/usermin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/webmin
http://cve.report/vendor/webmin
http://cve.report/software/webmin/webmin
http://www.mandriva.com/security/advisories?name=MDKSA-2005:176
http://jvn.jp/jp/JVN%252340940493/index.html
http://www.lac.co.jp/business/sns/intelligence/SNSadvisory_e/83_e.html
http://secunia.com/advisories/16858
http://securityreason.com/securityalert/17
http://www.webmin.com/changes-1.230.html
http://archives.neohapsis.com/archives/bugtraq/2005-09/0257.html
http://www.novell.com/linux/security/advisories/2005_24_sr.html
http://www.webmin.com/uchanges-1.160.html
http://www.gentoo.org/security/en/glsa/glsa-200509-17.xml

Secunia - Advisories - SUSE Updates for Multiple Packages
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
19575

Webmin / Usermin Remote PAM Authentication Bypass Vulnerability
JVN:JVN#40940493

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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