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Summary

CVE CVE-2005-3054

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-09-26 19:03:00 UTC

Updated 2018-10-03 21:31:00 UTC

Description fopen_wrappers.c in PHP 4.4.0, and possibly other versions, does not properly restrict access to other directories when the open_basedir directive includes a trailing slash, which allows PHP scripts in one directory to access files in other directories whose names are substrings of the original directory.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Php Php 4.4.0 All All All

Application Php Php 4.4.0 All All All

References

Reference Source Link Tags

Advisories - Mandriva MANDRIVA www.mandriva.com

TSLSA-2005-0059 - multi TRUSTIX lists.trustix.org

USN-207-1: PHP vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com

#323585 - libapache2-mod-php4 - open_basedir bug - security - Debian Bug report logs CONFIRM bugs.debian.org Patch, Vendor Advisory

Secunia - Advisories - PHP Multiple Vulnerabilities SECUNIA secunia.com

Secunia - Advisories - Gentoo update for php SECUNIA secunia.com

PHP: PHP 4.4.1 Release Announcement CONFIRM www.php.net

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities GENTOO www.gentoo.org

Secunia - Advisories - Mandriva update for php SECUNIA secunia.com

Webmail - OVH VUPEN www.vupen.com

PHP Open_BaseDir Security Restriction Bypass Vulnerability BID www.securityfocus.com

https://cve.report/
https://cve.report/CVE-2005-3054/mitre
https://cve.report/CVE-2005-3054/nist
https://cve.report/CVE-2005-3054/cve_org
https://cve.report/CVE-2005-3054.pdf
http://cve.report/vendor/php
http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/software/php/php
http://www.mandriva.com/security/advisories?name=MDKSA-2005:213
http://lists.trustix.org/pipermail/tsl-announce/2005-October/000354.html
https://usn.ubuntu.com/207-1/
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=323585
http://secunia.com/advisories/17371
http://secunia.com/advisories/17510
http://www.php.net/release_4_4_1.php
http://www.vupen.com/english/advisories/2005/1862
http://www.gentoo.org/security/en/glsa/glsa-200511-08.xml
http://secunia.com/advisories/17557
http://www.vupen.com/english/advisories/2005/2254
http://www.securityfocus.com/bid/14957


Secunia - Advisories - Ubuntu update for php SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox We do not consider these to be security issues: http://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=169857#c1

There are currently no legacy QID mappings associated with this CVE.
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