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xferfaxstats in HylaFax 4.2.1 and earlier allows local users to overwrite arbitrary files via a symlink attack on the xferfax$$ te

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application

Application

Vendor Product Version Update Edition Language
Hylafax Hylafax 421 All All All
Hylafax Hylafax 4.2.1 All All All

References

Reference Source
Advisories - Mandriva Linux MANDRIVA
HylaFAX Insecure Temporary File Creation Vulnerability BID
Secunia - Advisories - Mandriva update for hylafax SECUNIA
Secunia - Advisories - Debian update for hylafax SECUNIA
#329384 - hylafax: Temporary file vulnerability in xferfaxstats and other security concerns - Debian Bug report logs CONFIRM
Gentoo update for hylafax - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
Debian -- Security Information -- DSA-865-1 hylafax DEBIAN
Gentoo Linux Documentation -- Hylafax: Insecure temporary file creation in xferfaxstats script GENTOO
HylaFAX Insecure Temporary File Creation Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA
CVE Program record CVE.ORG
NVD vulnerability detail NVD

«\

Link
www
www
secu
secu
bugs
secu
www
www
secu
www

nvd.r

AR R AR AR A ﬂ
BARBRAAAAARRAIAAARA |


https://cve.report/
https://cve.report/CVE-2005-3069/mitre
https://cve.report/CVE-2005-3069/nist
https://cve.report/CVE-2005-3069/cve_org
https://cve.report/api/cve/CVE-2005-3069.json
https://cve.report/CVE-2005-3069.pdf
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
http://cve.report/vendor/hylafax
http://cve.report/software/hylafax/hylafax
http://www.mandriva.com/security/advisories?name=MDKSA-2005:177
http://www.securityfocus.com/bid/14907
http://secunia.com/advisories/17107
http://secunia.com/advisories/17187
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=329384
http://secunia.com/advisories/17022
http://www.debian.org/security/2005/dsa-865
http://www.gentoo.org/security/en/glsa/glsa-200509-21.xml
http://secunia.com/advisories/16906
https://www.cve.org/CVERecord?id=CVE-2005-3069
https://nvd.nist.gov/vuln/detail/CVE-2005-3069

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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