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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-10-27 10:02:00 UTC
Updated 2018-10-03 21:31:00 UTC
Description fetchmailconf before 1.49 in fetchmail 6.2.0, 6.2.5 and 6.2.5.2 creates configuration files with insecure world-readable perm

/ |
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Fetchmail Fetchmail 6.2.0 All All All
Application Fetchmail Fetchmail 6.2.5 All All All
Application Fetchmail Fetchmail 6.2.5.2 All All All
Application Fetchmail Fetchmail 6.2.0 All All All
Application Fetchmail Fetchmail 6.2.5 All All All
Application Fetchmail Fetchmail 6.2.5.2 All All All

References |
Reference Source Link
USN-215-1: fetchmailconf vulnerability | Ubuntu security notices UBUNTU usn.ubuntt
Advisories - Mandriva Linux OS MANDRIVA WWW.manc
Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.co
20267 OoSvDB www.osvdl
Secunia - Advisories - Mandriva update for fetchmail SECUNIA secunia.co
Debian -- Security Information -- DSA-900-3 fetchmail DEBIAN www.debie
‘fetchmail security announcement 2005-02 (CVE-2005-3088)' - MARC BUGTRAQ marc.info
Secunia - Advisories - Ubuntu update for fetchmail SECUNIA secunia.co
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http://www.debian.org/security/2005/dsa-900
http://marc.info/?l=bugtraq&m=113042785902031&w=2
http://secunia.com/advisories/17495

Webmail - OVH VUPEN WWW.vupel
Secunia - Advisories - Fetchmail "fetchmailconf" Password Disclosure Vulnerability SECUNIA secunia.co
Gentoo Linux Documentation -- fetchmail: Password exposure in fetchmailconf GENTOO www.gentc
Fetchmail's FetchmailConf Utility Local Information Disclosure Vulnerability BID WwWw.Ssecul
Secunia - Advisories - Debian update for fetchmail SECUNIA secunia.co
APPLE-SA-2006-08-01 Security Update 2006-004 APPLE lists.apple.
Apple Mac OS X Multiple Security Vulnerabilities BID WWW.Secul
Secunia - Advisories - Red Hat update for fetchmail SECUNIA secunia.co
The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackware.
Secunia - Advisories - Gentoo update for fetchmail SECUNIA secunia.co
Support REDHAT www.redhe
Fetchmail - Kostenloser Open Source Mail Daemon CONFIRM fetchmail.k
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupe!
US-CERT Technical Cyber Security Alert TA06-214A -- Apple Mac Products Affected by Multiple Vulnerabilities CERT WWW.US-C€E
SecurityTracker.com Archives - Fetchmail 'fetchmailconf' May Disclose Passwords to Local Users SECTRACK securitytras
Slackware update for fetchmail - Advisories - Secunia SECUNIA secunia.co
CVE Program record CVE.ORG WWW.CvVe.C
NVD vulnerability detail NVD nvd.nist.gc
(| 0|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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