
CVE-2005-3089
Published on: 09/28/2005 12:00:00 AM UTC

Last Modified on: 03/23/2021 11:27:24 PM UTC

CVE-2005-3089

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Firefox from Mozilla contain the following
vulnerability:

Firefox 1.0.6 allows attackers to cause a denial of service (crash) via a
Proxy Auto-Config (PAC) script that uses an eval statement. NOTE: it
is not clear whether an untrusted party has any role in triggering this
issue, so it might not be a vulnerability.

CVSS2 Score: 2.6 - LOW
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CVE References

Description Tags Link

[FLSA-2006:168375] Updated mozilla packages fix
security issues

www.redhat.com

text/html

 FEDORA FLSA-2006:168375

Mozilla Firefox 1.0.7 Release Notes Patch

www.mozilla.org

text/html

 MISC
www.mozilla.org/products/firefox/releases/1.0.7.html

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:9280

302100 – Firefox 1.0.6 crashes when loading any
page if PAC script uses eval [@
nsJSPrincipalsSubsume]

bugzilla.mozilla.org

text/html

 MISC bugzilla.mozilla.org/show_bug.cgi?
id=302100

Multiple Browser Proxy Auto-Config Script Handling
Remote Denial of Service Vulnerability

Patch

cve.report (archive)

text/html

 BID 14924

CVE-2005-3089 has been assigned by  cve@mitre.org to track the vulnerability
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text/html

Secunia - Advisories - SGI Advanced Linux
Environment Multiple Updates

web.archive.org

text/html

 SECUNIA 16977

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 19615

SecurityTracker.com Archives - Mozilla Firefox Proxy
Auto-Config Scripts May Let Remote Users Deny
Service

Patch

securitytracker.com

text/html

 SECTRACK 1014949

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF mozillafirefox-proxy-dos(22371)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All

Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All

Application Mozilla Firefox 1.0.2 All All All

Application Mozilla Firefox 1.0.3 All All All

Application Mozilla Firefox 1.0.4 All All All

Application Mozilla Firefox 1.0.5 All All All

Application Mozilla Firefox 1.0.6 All All All
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No vendor comments have been submitted for this CVE
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