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Description

/

Risk And Classification

The (1) cfmailfilter and (2) cfcron.in files for cfengine 1.6.5 allow local users to overwrite arbitrary files via a symlink attack o

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Gnu Cfengine 1.6.5 All
Application Gnu Cfengine 1.6.5 All

Edition

All

All

Language
All

All

References

Reference

Secunia - Advisories - Mandriva update for cfengine

Advisories - Mandriva

Debian update for cfengine - Advisories - Secunia

Debian -- Security Information -- DSA-835-1 cfengine

Debian -- Security Information -- DSA-836-1 cfengine2

usn/usn-198-1 - Ubuntu Linux

Secunia - Advisories - Cfengine Insecure Temporary File Creation Vulnerabilities

107871 — net-misc/cfengine: insecure temporary file use

Ubuntu update for cfengine - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Google Groups

Debian update for cfengine2 - Secunia Advisories - Vulnerability Intelligence - Secunia.com

GNU CFEngine Insecure Temporary File Creation Vulnerability

Source

SECUNIA

MANDRIVA

SECUNIA

DEBIAN

DEBIAN

UBUNTU

SECUNIA

MISC

SECUNIA

MISC

SECUNIA

BID

Link

secunia.com
www.mandriva.com
secunia.com
www.debian.org
www.debian.org
www.ubuntu.com
secunia.com
bugs.gentoo.org
secunia.com
groups.google.com
secunia.com

www.securityfocus.com


https://cve.report/
https://cve.report/CVE-2005-3137/mitre
https://cve.report/CVE-2005-3137/nist
https://cve.report/CVE-2005-3137/cve_org
https://cve.report/CVE-2005-3137.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/cfengine
http://cve.report/vendor/gnu
http://cve.report/software/gnu/cfengine
http://secunia.com/advisories/17182
http://www.mandriva.com/security/advisories?name=MDKSA-2005:184
http://secunia.com/advisories/17038
http://www.debian.org/security/2005/dsa-835
http://www.debian.org/security/2005/dsa-836
http://www.ubuntu.com/usn/usn-198-1
http://secunia.com/advisories/17037/
http://bugs.gentoo.org/show_bug.cgi?id=107871
http://secunia.com/advisories/17142
http://groups.google.com/group/gnu.cfengine.help/browse_thread/thread/fc25e7d98f8ba401/38151ed821803be0#38151ed821803be0
http://secunia.com/advisories/17040
http://www.securityfocus.com/bid/14994

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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