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CVE-2005-3239
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AVNACLUAUNCNINAC Certain versions of Clamav from Clam Anti-virus contain the following
’ vulnerability:

The OLE2 unpacker in clamd in Clam AntiVirus (ClamAV) 0.87-1
allows remote attackers to cause a denial of service (segmentation
fault) via a DOC file with an invalid property tree, which triggers an
infinite recursion in the ole2_walk_property_tree function.

CVE-2005-3239 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication

Vector Complexity

Low [ NN

Confidentiality Integrity Availability

Impact Impact Impact

[NONE_ [NONE_

CVE References

Description Tags Link

#333566 - libclamav1: [CAN-2005-3239] OLE2 unpacker stack (@ CONFIRM bugs.debian.org/cgi-

overflow - Debian Bug report logs bin/bugreport.cgi?bug=333566

Gentoo Linux Documentation -- ClamAV: Multiple vulnerabilities ¢» GENTOO GLSA-200511-04

SourceForge.net: Files < CONFIRM
sourceforge.net/project/shownotes.php?

release id=368319

(7) OSVDB 20536

Secunia - Advisories - Debian update for clamav Y SECUNIA 17501



https://cve.report/
https://cve.report/CVE-2005-3239/mitre
https://cve.report/CVE-2005-3239/nist
https://cve.report/CVE-2005-3239/cve_org
https://cve.report/CVE-2005-3239.pdf
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=333566
http://www.gentoo.org/security/en/glsa/glsa-200511-04.xml
https://web.archive.org/web/2005/http://sourceforge.net/project/shownotes.php?release_id=368319
http://www.osvdb.org/20536
https://web.archive.org/web/2005/http://secunia.com/advisories/17501

Secunia - Advisories - SUSE Updates for Multiple Packages web.archive.org Y SECUNIA 17559
Clam Anti-Virus ClamAV OLE2 File Handling Denial Of Service () BID 15101
Vulnerability

Secunia - Advisories - Clam AntiVirus OLE2 Unpacker Potential ) SECUNIA 17184
Denial of Service

Secunia - Advisories - Gentoo update for clamav Y SECUNIA 17448
Secunia - Advisories - Mandriva update for clamav YU SECUNIA 17451
Debian -- Security Information -- DSA-887-1 clamav (© DEBIAN DSA-887
Advisories - Mandriva & MANDRIVA MDKSA-2005:205
SecurityTracker.com Archives - Clam AntiVirus CAB, FSG, and OLE (7) SECTRACK 1015154
Bugs Let Remote Users Deny Service or Execute Arbitrary Code

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Clam Anti-virus Clamav . All All All
Application Clam Anti-virus Clamav . All All All

No vendor comments have been submitted for this CVE
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