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CVE-2005-3258

MITRE NVD CVE.ORG Print: PDF %5

CVE-2005-3258

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback
2005-10-20 10:02:00 UTC

2011-03-08 02:26:00 UTC

The rfc1738_do_escape function in ftp.c for Squid 2.5 STABLE11 and earlier allows remote FTP servers to cause a denial |

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Squid Squid 2.0.patcht All All Al
Squid Squid 2.0.patch2 All All All
Squid Squid 2.0.pret All All All
Squid Squid 2.0.release All All All
Squid Squid 2.1.patch1 All All All
Squid Squid 2.1.patch2 All All All
Squid Squid 2.1.pre All All All
Squid Squid 2.1.pre3 All All All
Squid Squid 2.1.pre4 All All All
Squid Squid 2.1.release All All All
Squid Squid 2.2.devel3 All All All
Squid Squid 2.2.devel4 All All All
Squid Squid 2.2.prel All All All
Squid Squid 2.2.pre2 All All All
Squid Squid 2.2.stablet All All All
Squid Squid 2.2.stable2 All All All
Squid Squid 2.2.stable3 All All All
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Application Squid Squid 2.5.stable7 Al All All

Application Squid Squid 2.5.stable8 All All All

Application Squid Squid 2.5.stable9 All All All

Reference Sour:
Secunia - Advisories - IPCop Squid Vulnerability and Web Backup Security Issue SECL
Security Announcement SUSE
Secunia - Advisories - SUSE Updates for Multiple Packages SECL
Squid-2.5 Patches CONI
Secunia - Advisories - Squid FTP Server Response Handling Denial of Service SECL
Webmail - OVH SECT
Secunia - Advisories - SCO OpenServer update for Multiple Packages SECL

Security Tracker.com Archives - Squid rfc1738_do_escape() FTP Server Response Processing Bug Lets Remote Users Deny Service SECT

Secunia - Advisories - UnixWare update for Squid SECL
Secunia - Advisories - Fedora update for squid SECL
Secunia - Advisories - Mandriva update for squid SECL
CVE Program record CVE.

NVD vulnerability detail

/

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2006-08-30 Mark J Cox  Not vulnerable. These issues do not affect the versions of Squid as shipped with Red Hat Enterg

IS S

There are currently no legacy QID mappings associated with this CVE.
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