VE-2005-327
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CVE-2005-3276

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCPINAN Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The sys_get_thread_area function in process.c in Linux 2.6 before
2.6.12.4 and 2.6.13 does not clear a data structure before copying it to
userspace, which might allow a user process to obtain sensitive
information.

CVE-2005-3276 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Secunia - Advisories - Red Hat update Y{ SECUNIA 19252

for kernel

LKML: Chris Wright: [11/13] [ Ikml.org | ¥ CONFIRM Ikml.org/lkml/2005/8/3/36

sys_get_thread_area does not clear the
returned argument

rhn.redhat.com | Red Hat Support & REDHAT RHSA-2006:0144

SecurityFocus (%) FEDORA FLSA:157459-1

Advisories - Mandriva Linux # MANDRAKE MDKSA-2005:219

Advisories - Mandriva Linux & MANDRAKE MDKSA-2005:218



https://cve.report/
https://cve.report/CVE-2005-3276/mitre
https://cve.report/CVE-2005-3276/nist
https://cve.report/CVE-2005-3276/cve_org
https://cve.report/CVE-2005-3276.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/19252
http://lkml.org/lkml/2005/8/3/36
http://www.redhat.com/support/errata/RHSA-2006-0144.html
http://www.securityfocus.com/archive/1/428028/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2005:219
http://www.mandriva.com/security/advisories?name=MDKSA-2005:218

No Description Provided

Repository / Oval Repository

SecurityFocus

Debian -- Security Information -- DSA-
922-1 kernel-source-2.6.8

USN-219-1: Linux kernel vulnerabilities |
Ubuntu security notices

Secunia - Advisories - Red Hat update
for kernel

Advisories - Mandriva Linux
Linux Kernel

SYS_GET_THREAD_AREA Information
Disclosure Vulnerability

kernel/git/torvalds/linux.git - Linux kernel
source tree

Secunia - Advisories - Mandriva update
for kernel

rhn.redhat.com | Red Hat Support
Secunia - Advisories - Debian update for
kernel-source-2.6.8

SecurityFocus

text/html

linux.bkbits.net

Inactive Link" Not Archived

oval.cisecurity.org
text/html

www.securityfocus.com
text/html

www.debian.org
Depreciated Link
text/html

text/html

web.archive.org
text/html

www.mandriva.com
text/html

cve.report (archive)
text/html

www.kernel.org
text/html

web.archive.org
text/html

www.redhat.com
text/html

web.archive.org
text/html

www.securityfocus.com
text/html

() CONFIRM linux.bkbits.net:8080/linux-
2.6/cset@42e81864gSEM900un0jA8dufpM3inw

() OVAL oval:org.mitre.oval:def:9748

() FEDORA FLSA:157459-3

(@ DEBIAN DSA-922

® UBUNTU USN-219-1

»{ SECUNIA 18510

& MANDRAKE MDKSA-2005:220

() BID 15527

A CONFIRM www.kernel.org/git/?p=linux/kernel/git/torvalds/linux-
2.6.git;a=commit;h=71ae18ec690953e9ba7107c7cc44589c2cc0d9of1

) SECUNIA 17826

& REDHAT RHSA-2006:0101

{ SECUNIA 18056

() FEDORA FLSA:157459-2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.1 All All All
System

Operating Linux Linux Kernel 2.6.10 All All All

System


http://linux.bkbits.net:8080/linux-2.6/cset@42e81864gSEM90Oun0jA8dufpM3inw
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9748
http://www.securityfocus.com/archive/1/427980/100/0/threaded
http://www.debian.org/security/2005/dsa-922
https://usn.ubuntu.com/219-1/
https://web.archive.org/web/2005/http://secunia.com/advisories/18510
http://www.mandriva.com/security/advisories?name=MDKSA-2005:220
http://cve.report/bid/15527
http://www.kernel.org/git/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=71ae18ec690953e9ba7107c7cc44589c2cc0d9f1
https://web.archive.org/web/2005/http://secunia.com/advisories/17826
http://www.redhat.com/support/errata/RHSA-2006-0101.html
https://web.archive.org/web/2005/http://secunia.com/advisories/18056
http://www.securityfocus.com/archive/1/428058/100/0/threaded
mailto:%20comment@cve.report
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
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Operating Linux Linux Kernel 2.6.12.2 All All All
System

Operating Linux Linux Kernel 2.6.12.3 All All All
System
Operating Linux Linux Kernel 2.6.12.4 All All All
System
Operating Linux Linux Kernel 2.6.13 All All All
System
Operating Linux Linux Kernel 2.6.2 All All All
System
Operating Linux Linux Kernel 2.6.3 All All All
System
Operating Linux Linux Kernel 2.6.4 All All All
System
Operating Linux Linux Kernel 2.6.5 All All All
System
Operating Linux Linux Kernel 2.6.6 All All All
System
Operating Linux Linux Kernel 2.6.7 All All All
System
Operating Linux Linux Kernel 2.6.8 All All All
System
Operating Linux Linux Kernel 2.6.8.1 All All All
System
Operating Linux Linux Kernel 2.6.9 2.6.20 All All
System

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*: %" *:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™

akLkLk ok k Kk,

cpe:2.3:0:linux:linux_kernel:2.6.11.10: """

ARk koK k LKk,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*: """

Skkakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:**:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* ™

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4: 7 **:*:

Skak ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5: ™
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dkuk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:

cpe:2.3:0:linux:linux_kernel:2.6.11.8:* " ™

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: ™
cpe:2.3:0:linux:linux_kernel:2.6.12:*:*: "™
cpe:2.3:0:linux:linux_kernel:2.6.12.1 7

Skak ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:****:*:
cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*: " :*:
cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*: " "
cpe:2.3:0:linux:linux_kernel:2.6.13:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:***:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: """

skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.11. 11 %"

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*:*:**:*:*:

Skk Kk kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:* "

AnntD eaclinniveliniiv barnal:D Q 44 QxFaokakdkaxsk,
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cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.5:
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*: " ™

dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:
cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:*: " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.9: " ™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1 "™
cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:****:*:
cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:*:*:**:*:

Sk ok akakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.13:*:*:* """
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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