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Summary

CVE CVE-2005-3284

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-10-23 10:02:00 UTC

Updated 2008-09-05 20:53:00 UTC

Description Multiple buffer overflows in AhnLab V3 AntiVirus V3Pro 2004 before 6.0.0.488, V3Net for Windows Server 6.0 before 6.0.0.488, and MyV3, with compressed file scanning enabled, allow remote attackers to execute arbitrary code via crafted (1) ALZ, (2) UUE, or (3) XXE archives.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ahnlab Myv3 1.3.11.15 All All All

Application Ahnlab Myv3 1.3.11.15 All All All

Application Ahnlab V3net 6.0.0.457 All win_server All

Application Ahnlab V3net 6.0.0.457 All win_server All

Application Ahnlab V3pro 2004 6.0.0.457 All All All

Application Ahnlab V3pro 2004 6.0.0.457 All All All

References

Reference Source Link Tags

AhnLab CONFIRM global.ahnlab.com Vendor Advisory

Ahnlab V3 Antivirus Multiple Archive Format Handling Remote Buffer Overflow Vulnerability BID www.securityfocus.com

About Secunia Research | Flexera MISC secunia.com Exploit, Vendor Advisory

AhnLab V3 Antivirus ALZ/UUE/XXE Archive HandlingBuffer Overflow - CXSecurity.com SREASON securityreason.com

19955 OSVDB www.osvdb.org

Secunia - Advisories - AhnLab V3 Antivirus ALZ/UUE/XXE Archive Handling Buffer Overflow SECUNIA secunia.com Patch, Vendor Advisory

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

https://cve.report/
https://cve.report/CVE-2005-3284/mitre
https://cve.report/CVE-2005-3284/nist
https://cve.report/CVE-2005-3284/cve_org
https://cve.report/CVE-2005-3284.pdf
http://cve.report/vendor/ahnlab
http://cve.report/software/ahnlab/myv3
http://cve.report/vendor/ahnlab
http://cve.report/software/ahnlab/myv3
http://cve.report/vendor/ahnlab
http://cve.report/software/ahnlab/v3net
http://cve.report/vendor/ahnlab
http://cve.report/software/ahnlab/v3net
http://cve.report/vendor/ahnlab
http://cve.report/software/ahnlab/v3pro_2004
http://cve.report/vendor/ahnlab
http://cve.report/software/ahnlab/v3pro_2004
http://global.ahnlab.com/security/security_advisory002.html
http://www.securityfocus.com/bid/15091
http://secunia.com/secunia_research/2005-48/advisory/
http://securityreason.com/securityalert/80
http://www.osvdb.org/19955
http://secunia.com/advisories/16851
http://www.securityfocus.com/archive/1/413260
https://www.cve.org/CVERecord?id=CVE-2005-3284


NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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