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Certain versions of Mantis from Mantis contain the following
vulnerability:

PHP file inclusion vulnerability in bug_sponsorship_list_view_inc.php in
Mantis 1.0.0RC2 and 0.19.2 allows remote attackers to execute
arbitrary PHP code and include arbitrary local files via the t_core_path
parameter.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Debian -- Security Information -- DSA-905-1 mantis www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-905

Mantis Multiple Remote Vulnerabilities cve.report (archive)

text/html

 BID 15227

SecurityTracker.com Archives - Mantis Include File in 't_core_path'
Parameter Lets Remote Users Execute Arbitrary Code

securitytracker.com

text/html

 SECTRACK 1015110

Mantis "t_core_path" File Inclusion Vulnerability - CXSecurity.com securityreason.com

text/html

 SREASON 121

Secunia - Advisories - Mantis Multiple Vulnerabilities web.archive.org

text/html

 SECUNIA 16506

Gentoo Linux Documentation -- Mantis: Multiple vulnerabilities www.gentoo.org  GENTOO GLSA-200510-24

CVE-2005-3335 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-3335/mitre
https://cve.report/CVE-2005-3335/nist
https://cve.report/CVE-2005-3335/cve_org
https://cve.report/CVE-2005-3335.pdf
http://cve.report/software/mantis/mantis
http://cve.report/vendor/mantis
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2005/dsa-905
http://cve.report/bid/15227
http://securitytracker.com/id?1015110
http://securityreason.com/securityalert/121
https://web.archive.org/web/2005/http://secunia.com/advisories/16506
http://www.gentoo.org/security/en/glsa/glsa-200510-24.xml


www.gentoo.org

text/html

 GENTOO GLSA-200510-24

Secunia - Advisories - Debian update for mantis web.archive.org

text/html

 SECUNIA 17654

About Secunia Research | Flexera Exploit

Patch

Vendor Advisory

secunia.com

Depreciated Link

text/plain

 MISC
secunia.com/secunia_research/2005-
46/advisory/

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF mantis-tcorepath-file-
include(22886)

Secunia - Advisories - Mantis Multiple Vulnerabilities Exploit

Patch

Vendor Advisory

web.archive.org

text/html

 SECUNIA 16818

Secunia - Advisories - Gentoo update for mantis web.archive.org

text/html

 SECUNIA 17362

Change Log - Mantis Patch

web.archive.org

text/html

Inactive Link Not Archived

 MISC
bugs.mantisbt.org/changelog_page.php

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2005-2221

Mantis Bug_sponsorship_list_view_inc.PHP File Include
Vulnerability

cve.report (archive)

text/html

 BID 15212

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

690284 Free Berkeley Software Distribution (FreeBSD) Security Update for mantis (82a41084-6ce7-11da-b90c-000e0c2e438a)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mantis Mantis 0.19.2 All All All

Application Mantis Mantis 1.0.0_rc2 All All All

Application Mantis Mantis 0.19.2 All All All

Application Mantis Mantis 1.0.0_rc2 All All All

cpe:2.3:a:mantis:mantis:0.19.2:*:*:*:*:*:*:*:

cpe:2.3:a:mantis:mantis:1.0.0_rc2:*:*:*:*:*:*:*:

cpe:2.3:a:mantis:mantis:0.19.2:*:*:*:*:*:*:*:

cpe:2.3:a:mantis:mantis:1.0.0_rc2:*:*:*:*:*:*:*:
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https://cve.report/CVE-2005-3335/96e6bcde
https://exchange.xforce.ibmcloud.com/vulnerabilities/22886
https://web.archive.org/web/2005/http://secunia.com/advisories/16818
https://web.archive.org/web/2005/http://secunia.com/advisories/17362
https://web.archive.org/web/2005/http://bugs.mantisbt.org/changelog_page.php
http://www.vupen.com/english/advisories/2005/2221
http://cve.report/bid/15212
mailto:%20comment@cve.report
http://cve.report/qid/690284
http://cve.report/vendor/mantis
http://cve.report/software/mantis/mantis
http://cve.report/vendor/mantis
http://cve.report/software/mantis/mantis
http://cve.report/vendor/mantis
http://cve.report/software/mantis/mantis
http://cve.report/vendor/mantis
http://cve.report/software/mantis/mantis
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No vendor comments have been submitted for this CVE
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