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Certain versions of Spamassassin from Apache contain the following
vulnerability:

SpamAssassin 3.0.4 allows attackers to bypass spam detection via an
e-mail with a large number of recipients ("To" addresses), which
triggers a bus error in Perl.

CVSS2 Score: 5 - MEDIUM
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CVE References

Description Tags Link

SpamAssassin Bus Error Spam Detection Bypass
Vulnerability

cve.report (archive)

text/html

 BID 15373

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2005-2364

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SR:2005:027

Secunia - Advisories - Trustix update for multiple
packages

web.archive.org

text/html

 SECUNIA 17666

Secunia - Advisories - SUSE Updates for Multiple
Packages

web.archive.org

text/html

 SECUNIA 17626

Secunia - Advisories - SpamAssassin Long Message web.archive.org  SECUNIA 17386

CVE-2005-3351 has been assigned by  secalert@redhat.com to track the vulnerability
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Header Denial of Service
web.archive.org

text/html

 SECUNIA 17386

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:11125

Support www.redhat.com

text/html

 REDHAT RHSA-2006:0129

Secunia - Advisories - Mandriva update for
spamassassin

web.archive.org

text/html

 SECUNIA 17877

Advisories - Mandriva Linux www.mandriva.com

text/html

 MANDRAKE MDKSA-2005:221

LWN: Fedora alert FEDORA-2005-1065 (spamassassin) Patch

Vendor Advisory

lwn.net

text/html

 FEDORA FEDORA-2005-1065

[Bug 4570] Mail with lots of To addresses in header
triggers Bus error in Perl [CVE-2005-3351] |
SpamAssassin | devel

Patch

Vendor Advisory

www.gossamer-threads.com

text/html

 MLIST [spamassassin-devel] 20051101 [Bug
4570] Mail with lots of To addresses in header
triggers Bus error in Perl [CVE-2005-3351]

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 11581

Fedora update for spamassassin - Secunia.com web.archive.org

text/html

 SECUNIA 17518

Secunia - Advisories - Red Hat update for
spamassassin

web.archive.org

text/html

 SECUNIA 19158

Bug 4570 – Mail with lots of To addresses in header
triggers Bus error in Perl [CVE-2005-3351]

issues.apache.org

text/html

 MISC
issues.apache.org/SpamAssassin/show_bug.cgi?
id=4570

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF spamassassin-message-recipients-
dos(23048)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spamassassin 3.0.4 All All All

Application Apache Spamassassin 3.0.4 All All All

No vendor comments have been submitted for this CVE

cpe:2.3:a:apache:spamassassin:3.0.4:*:*:*:*:*:*:*:

cpe:2.3:a:apache:spamassassin:3.0.4:*:*:*:*:*:*:*:
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