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AVNACLAUNCN AP Certain versions of Php from Php contain the following vulnerability:

The exif_read_data function in the Exif module in PHP before 4.4.1
allows remote attackers to cause a denial of service (infinite loop) via a
malformed JPEG image.

CVE-2005-3353 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: ~5-MEDIUM
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Description

Secunia

Secunia - Advisories - SUSE update for php4/php5

IBM X-Force Exchange

SecurityReason

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories -

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[ NONE | [ NONE |
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PHP Bugs: #34704: Infinite recursion due to corrupt JPEG
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OpenPKG: Security Advisory [OpenPKG-SA-2005.027-php]

Debian update for php4 - Advisories - Secunia

Secunia - Advisories - Fedora update for php

APPLE-SA-2006-03-01 Security Update 2006-001

HP System Management Homepage PHP Multiple Vulnerabilities -

Advisories - Secunia

Apple Mac OS X Security Update 2006-001 Multiple Vulnerabilities

usn/usn-232-1 - Ubuntu Linux

Secunia - Advisories - PHP Multiple Vulnerabilities

SecurityFocus
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Secunia - Advisories - Ubuntu update for php4/phps 2{ SECUNIA 18198

text/html

About Security Update 2006-001 ) CONFIRM
docs.info.apple.com/article.html?

artnum=303382

Secunia - Advisories - Mandriva update for php Y SECUNIA 17557

text/html

US-CERT Technical Cyber Security Alert TA06-062A -- Apple Mac @ CERT TA06-062A
Products are Affected by Multiple Vulnerabilities

PHP Group Exif Module Infinite Recursion Denial Of Service Vulnerability (%) BID 15358

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Php Php 4.0.0 All All All
Application Php Php 4.0.1 All All All
Application Php Php 4.0.2 All All All
Application Php Php 4.0.3 All All All
Application Php Php 4.0.4 All All All
Application Php Php 4.05 All All All
Application Php Php 4.0.6 All All All
Application Php Php 41.0 All All All
Application Php Php 411 All All All
Application Php Php 41.2 All All All
Application Php Php 4.2.0 All All All
Application Php Php 4.21 All All All
Application Php Php 422 All All All
Application Php Php 4.2.3 All All All
Application Php Php 4.3.0 All All All
Application Php Php 4.31 All All All
Application Php Php 4.3.10 All All All
Application Php Php 4.3.11 All All All

Application Php Php 432 All All All
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cpe:2.3:a:php:php:4.0.0: %" "

cpe:2.3:a:php:php:4.0.1: %"

cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3: %" %"

cpe:2.3:a:php:php:4.0.4:" %"=

cpe:2.3:a:php:php:4.0.5: % ="

cpe:2.3:a:php:php:4.0.6:**: "

cpe:2.3:a:php:php:4.1.0: % "

cpe:2.3:a:php:php:4.1.1: % "

cpe:2.3:a:php:php:4.1.2:* % "

cpe:2.3:a:php:php:4.2.0:* % "

cpe:2.3:a:php:php:4.2.1 %% * "

cpe:2.3:a:php:php:4.2.2:% % "

cpe:2.3:a:php:php:4.2.3:*

cpe:2.3:a:php:php:4.3.0:

cpe:2.3:a:php:php:4.3.1:

Sk Lk ak kR akak.

cpe:2.3:a:php:php:4.3.10: " "

Lk Lk k kR akak.

cpe:2.3:a:php:php:4.3.11

cpe:2.3:a:php:php:4.3.2:*

cpe:2.3:a:php:php:4.3.3:*

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:"

cpe:2.3:a:php:php:4.3.6:* """

cpe:2.3:a:php:php:4.3.7:*

cpe:2.3:a:php:php:4.3.8:*: """

cpe:2.3:a:php:php:4.3.9:*

cpe:2.3:a:php:php:4.4.0:" %"=

cpe:2.3:a:php:php:4.0.0: %" "

cpe:2.3:a:php:php:4.0.1 %



cpe:2.3:a:php:php:4.0.2: %" "

cpe:2.3:a:php:php:4.0.3:" %" %"

cpe:2.3:a:php:php:4.0.4:" % ="

cpe:2.3:a:php:php:4.0.5: %"=

cpe:2.3:a:php:php:4.0.6:" %" "

cpe:2.3:a:php:php:4.1.0: "

cpe:2.3:a:php:php:4.1.1:* %

cpe:2.3:a:php:php:4.1.2:* % "

cpe:2.3:a:php:php:4.2.0:* % "

cpe:2.3:a:php:php:4.2.1:* % "

cpe:2.3:a:php:php:4.2.2:* % "

cpe:2.3:a:php:php:4.2.3:** "

cpe:2.3:a:php:php:4.3.0: "

cpe:2.3:a:php:php:4.3.1:

dk Lk akak ok akak.

cpe:2.3:a:php:php:4.3.10: " "

dk Lk ak Lk akakak.

cpe:2.3:a:php:php:4.3.11 "

cpe:2.3:a:php:php:4.3.2: % "

cpe:2.3:a:php:php:4.3.3:" "

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:"

cpe:2.3:a:php:php:4.3.6:* "

cpe:2.3:a:php:php:4.3.7:*

cpe:2.3:a:php:php:4.3.8:*: """

cpe:2.3:a:php:php:4.3.9:*

cpe:2.3:a:php:php:4.4.0:*

No vendor comments have been submitted for this CVE
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