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CVE-2005-3357

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Http Server from Apache contain the following
vulnerability:

mod_ssl in Apache 2.0 up to 2.0.55, when configured with an SSL
vhost with access control and a custom error 400 error page, allows
remote attackers to cause a denial of service (application crash) via a
non-SSL request to an SSL port, which triggers a NULL pointer
dereference.
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IBM HMC Apache2 / OpenSSL Vulnerabilities
- Advisories - Secunia
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web.archive.org

text/html

 SECUNIA 22523

Webmail - OVH Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2006-0056

Pony Mail! lists.apache.org

text/html

 MLIST [httpd-cvs] 20210330 svn commit: r1073149 [1/13] -
in /websites/staging/httpd/trunk/content: ./ security/
security/json/

SUSE update for apache2 - Secunia
Advisories - Vulnerability Intelligence -
Secunia.com

Vendor Advisory

web.archive.org

text/html

 SECUNIA 21848

ASA-2006-250 (SUN 102606, 102636,
102640, 102648, 102651, 102652, 102655,
102657)

support.avaya.com

text/html

 CONFIRM support.avaya.com/elmodocs2/security/ASA-
2006-250.htm

APPLE-SA-2008-05-28 Security Update
2008-003 and Mac OS X v10.5.3

lists.apple.com

text/html

 APPLE APPLE-SA-2008-05-28

SuSE Security announcements: [suse-
security-announce] SUSE Security Summary
Report SUSE-SR:2006:004

Vendor Advisory
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 SUSE SUSE-SR:2006:004
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in /websites/staging/httpd/trunk/content: ./ security/json/CVE-
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All
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Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.9 All All All

Application Apache Http Server 2.0 All All All

Application Apache Http Server 2.0.28 All All All

Application Apache Http Server 2.0.28 beta All All

Application Apache Http Server 2.0.32 All All All

Application Apache Http Server 2.0.35 All All All

Application Apache Http Server 2.0.36 All All All

Application Apache Http Server 2.0.37 All All All

Application Apache Http Server 2.0.38 All All All

Application Apache Http Server 2.0.39 All All All

Application Apache Http Server 2.0.40 All All All

Application Apache Http Server 2.0.41 All All All

Application Apache Http Server 2.0.42 All All All

Application Apache Http Server 2.0.43 All All All

Application Apache Http Server 2.0.44 All All All

Application Apache Http Server 2.0.45 All All All

Application Apache Http Server 2.0.46 All All All

Application Apache Http Server 2.0.47 All All All

Application Apache Http Server 2.0.48 All All All

Application Apache Http Server 2.0.49 All All All

Application Apache Http Server 2.0.50 All All All

Application Apache Http Server 2.0.51 All All All

Application Apache Http Server 2.0.52 All All All

Application Apache Http Server 2.0.53 All All All

Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All

Application Apache Http Server 2.0.9 All All All

cpe:2.3:a:apache:http_server:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.28:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.36:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.37:*:*:*:*:*:*:*:
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cpe:2.3:a:apache:http_server:2.0.37:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.38:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.39:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.40:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.41:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.42:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.43:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.44:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.45:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.46:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.47:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.48:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.49:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.50:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.51:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.52:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.53:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.54:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.55:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.9:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.28:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.32:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.35:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.36:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.37:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.38:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.39:*:*:*:*:*:*:*:
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cpe:2.3:a:apache:http_server:2.0.40:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.41:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.42:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.43:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.44:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.45:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.46:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.47:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.48:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.49:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.50:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.51:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.52:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.53:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.54:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.55:*:*:*:*:*:*:*:

cpe:2.3:a:apache:http_server:2.0.9:*:*:*:*:*:*:*:

https://www.reddit.com/r/debian/comments/5i9nu9/help_with_checking_changelog_history_on_installed/
https://cve.report/CVE-2005-3356
https://cve.report/CVE-2005-3358
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2005-3357
	CVSS2 Score: 5.4 - MEDIUM
	CVE References
	Known Affected Configurations (CPE V2.3)
	Social Mentions


