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CVE-2005-3357

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACHAUNCNINAC Certain versions of Hitp Server from Apache contain the following
vulnerability:

mod_ssl in Apache 2.0 up to 2.0.55, when configured with an SSL
vhost with access control and a custom error 400 error page, allows
remote attackers to cause a denial of service (application crash) via a
non-SSL request to an SSL port, which triggers a NULL pointer
dereference.

CVE-2005-3357 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 5.4- MEDIUM
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apache Http Server 2.0 All All All
Application Apache Http Server 2.0.28 All All All
Application Apache Http Server 2.0.28 beta All All
Application Apache Http Server 2.0.32 All All All
Application Apache Http Server 2.0.35 All All All
Application Apache Http Server 2.0.36 All All All
Application Apache Http Server 2.0.37 All All All
Application Apache Hitp Server 2.0.38 All All All
Application Apache Http Server 2.0.39 All All All
Application Apache Hitp Server 2.0.40 All All All
Application Apache Http Server 2.0.41 All All All
Application Apache Hitp Server 2.0.42 All All All
Application Apache Http Server 2.0.43 All All All
Application Apache Hitp Server 2.0.44 All All All
Application Apache Http Server 2.0.45 All All All
Application Apache Http Server 2.0.46 All All All
Application Apache Http Server 2.0.47 All All All
Application Apache Http Server 2.0.48 All All All
Application Apache Http Server 2.0.49 All All All
Application Apache Http Server 2.0.50 All All All
Application Apache Http Server 2.0.51 All All All
Application Apache Http Server 2.0.52 All All All
Application Apache Http Server 2.0.53 All All All
Application Apache Http Server 2.0.54 All All All

Application Apache Http Server 2.0.55 All All All


https://lists.apache.org/thread.html/r5001ecf3d6b2bdd0b732e527654248abb264f08390045d30709a92f6@%253Ccvs.httpd.apache.org%253E
mailto:%20comment@cve.report
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server
http://cve.report/vendor/apache
http://cve.report/software/apache/http_server

Application Apache Http Server

Application Apache Hitp Server
Application Apache Http Server
Application Apache Hitp Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Hitp Server
Application Apache Http Server
Application Apache Hitp Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server
Application Apache Http Server

cpe:2.3:a:apache:http_server:2.0:*:*:*:":*:

R

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

2.0.9

2.0

2.0.28

2.0.28

2.0.32

2.0.35

2.0.36

2.0.37

2.0.38

2.0.39

2.0.40

2.0.41

2.0.42

2.0.43

2.0.44

2.0.45

2.0.46

2.0.47

2.0.48

2.0.49

2.0.50

2.0.51

2.0.52

2.0.53

2.0.54

2.0.55

2.0.9

All

All

All

beta

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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All
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All
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All
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All
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All
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cpe:z.3:a:apache:nttp_server:2.0.3/:":" "

Lk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.38:*:*:*:*:*:*:*:

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.39:*:*:*:**:*:*:

SRk kR Lk akak.

cpe:2.3:a:apache:http_server:2.0.40::*:*:***:*:

dk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.41: "

SRRk ak ok akak,

cpe:2.3:a:apache:http_server:2.0.43:*:*:*:**:*:*:

dkak kR ok ak k.

cpe:2.3:a:apache:http_server:2.0.44::*:*:***:*:

Lk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.45::*:*:***:*:

sk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.46:*:*:*:**:*:*:

cpe:2.3:a:apache:http_server:2.0.9:*:*:*:**:":*:

cpe:2.3:a:apache:http_server:2.0:":*: "

dkukakkakakak.

cpe:2.3:a:apache:http_server:2.0.28:*:*:*:*:*:*:*:

Skukakakakak.

cpe:2.3:a:apache:http_server:2.0.28:beta:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:apache:http_server:2.0.32:*:*: % *:*:*:

dkukakukakakak.

cpe:2.3:a:apache:http_server:2.0.35:*:*: " *:*:

dk Rk Lk kakak.

cpe:2.3:a:apache:http_server:2.0.39:*:*:*:*:*:*:*:



Sk Lk ak kR akak.

cpe:2.3:a:apache:http_server:2.0.41::****:**:

Sk Lk k kR akak.

cpe:2.3:a:apache:http_server:2.0.42:*:*:*:***:*:

LRk kR ok akak.

cpe:2.3:a:apache:http_server:2.0.46::*:*:**:*:*:

dkakakk ok akak.

cpe:2.3:a:apache:http_server:2.0.47:*:*:*:***:*:

Wk Rk kR akak,

cpe:2.3:a:apache:http_server:2.0.48:*:*:*:**:*:*:

sk Rk kR akak.

cpe:2.3:a:apache:http_server:2.0.49:*:*:*:**:*:*:

cpe:2.3:a:apache:http_server:2.0.9:*:*:*:*:*:":*:
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