CVE-2005-3358

Published on: 12/14/2005 12:00:00 AM UTC

Last Modified on: 02/13/2023 02:15:00 AM UTC

CVE-2005-3358

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLUAUNCNIINAC Certain versions of Linux Kernel from Linux contain the following

vulnerability:

Linux kernel before 2.6.15 allows local users to cause a denial of
service (panic) via a set_mempolicy call with a 0 bitmask, which
causes a panic when a page fault occurs.

CVE-2005-3358 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM

Access Access

Vector Complexity
LOW

Confidentiality Integrity

Impact Impact

[ NONE | [ NONE |

Authentication

Availability
Impact

COMPLETE

CVE References

Description

Webmail - OVH

Linux Kernel SET_MEMPOLICY Local Denial of Service
Vulnerability

Secunia - Advisories - Linux Kernel Multiple Vulnerabilities

Debian update for kernel-source-2.6.8 - Advisories -
Secunia

Security Announcement

Tags
Vendor Advisory

text/html
cve.report (archive)

text/html

Vendor Advisory
text/html

Vendor Advisory
text/html

text/html

Link

(3 VUPEN ADV-2006-0035

() BID 16135

) SECUNIA 18216

»{ SECUNIA 19374

1 SUSE SUSE-SA:2006:006


https://cve.report/
https://cve.report/CVE-2005-3358/mitre
https://cve.report/CVE-2005-3358/nist
https://cve.report/CVE-2005-3358/cve_org
https://cve.report/CVE-2005-3358.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2006/0035
http://cve.report/bid/16135
https://web.archive.org/web/2005/http://secunia.com/advisories/18216
https://web.archive.org/web/2005/http://secunia.com/advisories/19374
https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2006_06_kernel.html

Inactive Link"| Not Archived

SuSE Security announcements: [suse-security-announce] web.archive.org () SUSE SUSE-SA:2006:012

SUSE Security Announcement: kernel various security text/html

problems (SUSE-SA:2006:012) Inactive Link | Not Archived

SecurityFocus www.securityfocus.com () FEDORA FLSA:157459-3
text/html

SecurityTracker.com Archives - Linux Kernel Interleaving securitytracker.com () SECTRACK 1015433

Bug Lets Local Users Deny Service text/html

(%) MISC linux.bkbits.net:8080/linux-
linux.bkbits.net 2.6/cset@42307e9fp8ihEMrfaoPMp_agDevQNA
Inactive Link"| Not Archived

Secunia - Advisories - Red Hat update for kernel Vendor Advisory Y SECUNIA 18510
web.archive.org
text/html

SecurityFocus www.securityfocus.com (7) FEDORA FLSA:157459-4
text/html

Secunia - Advisories - SUSE update for kernel Vendor Advisory Y SECUNIA 19038
web.archive.org
text/html

404: File not found www.kernel.org A CONFIRM

text/plain www.kernel.org/pub/linux/kernel/v2.6/ChangelLog-
Inactive Link" Not Archived PRI

175683 — CVE-2005-3358 panic caused by bad args to () CONFIRM
set_mempolicy bugzilla.redhat.com bugzilla.redhat.com/bugzilla/show_bug.cgi?
text/html id=175683
Debian -- Security Information -- DSA-1017-1 kernel- www.debian.org (@ DEBIAN DSA-1017
source-2.6.8 Depreciated Link
text/html
SUSE update for kernel - Advisories - Secunia Vendor Advisory Y SECUNIA 18788
web.archive.org
text/html
rhn.redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2006:0101
text/html
Repository / Oval Repository oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:10410

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating Linux Linux Kernel 2.6.0 All All All
System


https://web.archive.org/web/2005/http://lists.suse.de/archive/suse-security-announce/2006-Feb/0010.html
http://www.securityfocus.com/archive/1/427980/100/0/threaded
http://securitytracker.com/id?1015433
http://linux.bkbits.net:8080/linux-2.6/cset@42307e9fp8ihEMrfaoPMp_agDevQNA
https://web.archive.org/web/2005/http://secunia.com/advisories/18510
http://www.securityfocus.com/archive/1/427981/100/0/threaded
https://web.archive.org/web/2005/http://secunia.com/advisories/19038
https://cve.report/CVE-2005-3358/afaaadf9
https://bugzilla.redhat.com/bugzilla/show_bug.cgi?id=175683
http://www.debian.org/security/2006/dsa-1017
https://web.archive.org/web/2005/http://secunia.com/advisories/18788
http://www.redhat.com/support/errata/RHSA-2006-0101.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10410
mailto:%20comment@cve.report
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
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AkakLk ok akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.11.10: % :*:*:

akakak kR kK,

cpe:2.3:0:linux:linux_kernel:2.6.11. 11 **:**:

cpe:2.3:0:linux:linux_kernel:2.6.11.2: ™

cpe:2.3:0:linux:linux_kernel:2.6.11.3: "™

sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4: 7

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* " ™

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:****:*:

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:* "™

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.9:* "%

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.12:*: """

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:*:**:*:

skukakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.5:%:* "™

dkakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

Ak kKK LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.6.13:*:*: """

Skkakkakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*: "

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc3:*:*:*:*:*:*:



Lkakakakkak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc5:*:*:*:*:*:*:

Lkkkukkak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.13.1

cpe:2.3:0:linux:linux_kernel:2.6.13.2:*:*:****:*:

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.3:*:**:***:*:
cpe:2.3:0:linux:linux_kernel:2.6.13.4: "™
cpe:2.3:0:linux:linux_kernel:2.6.13.5:* " " ™

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:2.6.14:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.1:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.14.2:%:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.5:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*: " *:*:

akLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc1:™:*:*

akLk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.3:rc2:*:*:*:*:*:*:

kKK akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:*:**:*:*:

kKKK Lkuk.

cpe:2.3:0:linux:linux_kernel:2.6.4:rc1:*:*:

AnnD eaclinnivelininiv barnal:D Q AvaDkokokokokax,



cpe:2.3:0:linux:linux_kernel:2.6.5: " "

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc1:*: "

KLk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.5:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

Kk uk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.6:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:**:*:*::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*:*

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.9:*:*:*:**:*:*:

akak Lk ak Lk k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc1:*:*:

akak kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc3:*:*:*:*:*:*:

akak Lk akukk.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc4:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.0::*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*:*:

KLk K akakuk.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*::



Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc3:*:*:*:*:*:*:

Kk ok ok kKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*:*:*:**:*:

dkakakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.10:rct "

Skak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:* "™

Skk kR kak,

cpe:2.3:0:linux:linux_kernel:2.6.10:rc3:*:* "™

LRk kR kak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rct "

LRk ok kkak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rcd:*:***:**:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:% " "

cpe:2.3:0:linux:linux_kernel:2.6.11.10:*:*: %"

cpe:2.3:0:linux:linux_kernel:2.6.11. 11 """

cpe:2.3:0:linux:linux_kernel:2.6.11.12:* """

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.3:":*:*:***::

cpe:2.3:0:linux:linux_kernel:2.6.11.4:%:*:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:* ™

skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:™:*:*:*:*:*:*:

Skakakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9:*:*

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.12:*: """

dkukkukukuk.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc1:*:*:*: "

dkkakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc2:*:*:*:*:*:*:

Skk Lk kkuk.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc4:*:*:*:*:*:*:



dkkakkkak.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc5:*:*:*:*:*:*:

Lkk kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc6:*:*:*:*:*:*:

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.1 ™

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:* " ™

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*: "

Sk Lk k kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.5:* " :*:

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:2.6.13:*:*:***:*:*:

Lkak ok kkak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*: 1"

cpe:2.3:0:linux:linux_kernel:2.6.13.1:™:" "™

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.3:":" "

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.5:%:* "

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.14:*: """

dkukakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc1:*:*:*:*:*:*:

dkkakukkak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc2:*:*:*:*:*:*:

dkkakkukak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

dkukakkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.1:* " "

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:**:***:*:



dkk ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*

Skuk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.5: "

Sk Lk k kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.6:*:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*::

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.3:rc1:*:*:*:*:*::

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc2:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.3:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

akLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:":*:

akak LKk Lkuk.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc2:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

akakLkakLkuk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*:*:



KLkak oKLk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

KKk akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:**: "™

cpe:2.3:0:linux:linux_kernel:2.6.9:*:*:* " ::

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.9:rc2:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.9:rc3:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.9:rc4:*:*:*:*:*:*:

Kk koK kK Kk,

cpe:2.3:0:linux:linux_kernel:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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