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CVE-2005-3359

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLUAUNCNIINAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The atm module in Linux kernel 2.6 before 2.6.14 allows local users to
cause a denial of service (panic) via certain socket calls that produce
inconsistent reference counts for loadable protocol modules.

CVE-2005-3359 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NONE |
CVE References
Description Tags Link
USN-263-1: Linux kernel vulnerabilities | Ubuntu security [ usn.ubuntu.com | ® UBUNTU USN-263-1
notices text/html
Debian update for kernel-source-2.6.8 - Advisories - { SECUNIA 20914
Secunia
Webmail - OVH [ www.vupen.com |  VUPEN ADV-2006-2554
text/html
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:10214
Red Hat update for kernel - Advisories - Secunia YU SECUNIA 20237
Avaya Products Linux Kernel Multiple Vulnerabilities - YU SECUNIA 21745
Advisories - Secunia text/html|
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https://web.archive.org/web/2005/http://secunia.com/advisories/21745

Linux Kernel ATM Module Inconsistent Reference Counts
Denial of Service Vulnerability
Advisories - Mandriva Linux

rhn.redhat.com | Red Hat Support

175769 — CVE-2005-3359 incorrect inrement/decrement in
atm module leads to panic

Ubuntu update for kernel - Advisories - Secunia

Debian -- Security Information -- DSA-1103-1 kernel-
source-2.6.8

No Description Provided

ASA-2006-161 (RHSA-2006-0493)

cve.report (archive)
text/html

www.mandriva.com
text/htm

www.redhat.com
text/htm

Vendor Advisory
bugzilla.redhat.com
text/html

web.archive.org
text/htm

www.debian.org
Depreciated Link
text/html

linux.bkbits.net

Inactive Link™ Not Archived

support.avaya.com
text/html

) BID 17078

& MANDRIVA MDKSA-2006:059

& REDHAT RHSA-2006:0493

2y CONFIRM
bugzilla.redhat.com/bugzilla/show_bug.cgi?
id=175769

»{ SECUNIA 19220

(© DEBIAN DSA-1103

) MISC linux.bkbits.net:8080/linux-
2.6/cset%404339c66aLroC1_zunYKhEIbtIWrnwg

@ CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2006-161.htm

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Operating Linux Linux Kernel 2.6.0
System

Operating Linux Linux Kernel 2.6.0
System

Operating Linux Linux Kernel 2.6.0
System

Operating Linux Linux Kernel 2.6.0
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Operating Linux Linux Kernel 2.6.0
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Operating Linux Linux Kernel 2.6.0
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Operating Linux Linux Kernel 2.6.0
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Operating Linux Linux Kernel 2.6.0

Update

All

All

All

test1

test10

test11

test2

test3

Edition Language
All All
64-bit_x86 All
itanium_ia64_montecito All
All All
All All
All All
All All
All All
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cpe:2.3:0:linux:linux_kernel:2.6.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:itanium_ia64_montecito

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

kK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:**:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:**:**::

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*:* %

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*:***:*:*:

Lkak ok akkak,

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:***:*:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: %"

2.6.8.1.5 All
2.6.8.1.5 All
2.6.8.1.5 All
2.6.8.1.5 All
2.6.9 2.6.20
2.6 _test9 cvs All

ARk kKK,

power4

power4_smp

powerpc

powerpc_smp

All

All

All

All

All

All

All

All
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cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.10: """

cpe:2.3:0:linux:linux_kernel:2.6.11. 11 """

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*: """

Skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* "

Skkakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4: " "

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* ™

Skk Kk kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**: "

dkk Kk kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7: ™

cpe:2.3:0:linux:linux_kernel:2.6.11.8: " "

Skk Lk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: " :*:

akLk kKK KLk,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:****:*:

Sk Kk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*: " :*:

Skak ok akakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.5:******:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

Kk kL kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.13:*:*:* """

Skakakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1 "%



cpe:2.3:0:linux:linux_kernel:2.6.13.1:%:* "™
cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:*:*:*:**:*:
cpe:2.3:0:linux:linux_kernel:2.6.13.3:™:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:*:* "™
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*: " *:*:
cpe:2.3:0:linux:linux_kernel:2.6.4::*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

KLk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*:*:

KRk kLR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:* "™

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:* " :™:

Kk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_k8_smp:*:*:*:*:*:

dkak kR k.

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:amd64_xeon:*:*:*:*:*:



dkakukokakak.

cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

dkakak ok akakk,

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:**

cpe:2.3:0:linux:linux_kernel:2.6.0::*:*:**:*:*:

ARk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:*:itanium_ia64_montecito:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*: " ™

akak kR ukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

Rk oKk kK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:**:**::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*:* """

rna? Vaclinniveliniiv karnal-9 R 44 %% %%k k%,



P U U A I TUA NG TG Ue 1 e+ e o e e
cpe:2.3:0:linux:linux_kernel:2.6.11:rct:*:*: """
cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.10:*:*: """
cpe:2.3:0:linux:linux_kernel:2.6.11. 11 """
cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*: """
cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:** "
cpe:2.3:0:linux:linux_kernel:2.6.11.5:% " :*:
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**: "

Skk ok k Lk akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.8: " :*:*:

Skk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: " **:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.11_rc1_bk6:*:*:*:*:**:*:

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*: "™

dkak kR ukak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc4:*: "

Lkk Lk kkak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc5:* " "™

cpe:2.3:0:linux:linux_kernel:2.6.12.1 "

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*: " :*:
cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*****:*:
cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.5:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.13.1:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "

Skkakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.13.3:":* "™
cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* ™
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4::*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:":*:*:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:***:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:* "

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:* " **:*:



cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:":powerpc:*:*:*:*:*:

ARk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.8.1.5:*:;powerpc_smp:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:*:*

No vendor comments have been submitted for this CVE
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