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CVE-2005-3391

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNCUAUNCPIPIAP Certain versions of Php from Php contain the following vulnerability:

Multiple vulnerabilities in PHP before 4.4.1 allow remote attackers to
bypass safe_mode and open_basedir restrictions via unknown attack
vectors in (1) ext/curl and (2) ext/gd.

CVE-2005-3391 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

(3 VUPEN ADV-2006-4320

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - { SECUNIA 19064

Secunia
{7y OSVDB 20898

Secunia - Advisories - SUSE update for php4/php5 Y SECUNIA 18054

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH () VUPEN ADV-2006-0791

SecurityReason SREASON 525
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http://cve.report/software/php/php
http://cve.report/vendor/php
http://cve.report/glossary/cvss-2-score-details/
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http://securityreason.com/securityalert/525

Secunia - Advisories - Mandriva update for php

PHP cURL and GD Multiple Safe_Mode and Open_Basedir Restriction

Bypass Vulnerabilities

IT Resource Center - login / register

OpenPKG: Security Advisory [OpenPKG-SA-2005.027-php]

APPLE-SA-2006-03-01 Security Update 2006-001

HP System Management Homepage PHP Multiple Vulnerabilities -

Advisories - Secunia

Apple Mac OS X Security Update 2006-001 Multiple Vulnerabilities

usn/usn-232-1 - Ubuntu Linux

Secunia - Advisories - PHP Multiple Vulnerabilities

Secunia - Advisories - Gentoo update for php

Advisories - Mandriva

SecurityFocus

PHP: PHP 4.4.1 Release Announcement

Secunia - Advisories - Ubuntu update for php4/php5

Gentoo Linux Documentation -- PHP: Multiple vulnerabilities

About Security Update 2006-001

Webmail - OVH

US-CERT Technical Cyber Security Alert TA06-062A -- Apple Mac Products

are Affected by Multiple Vulnerabilities
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US Government Resource
www.us-cert.gov
text/html

»{ SECUNIA 18763

(D) BID 15411

() HP SSRT061238

() OPENPKG OpenPKG-SA-
2005.027

[] APPLE APPLE-SA-2006-03-
01

) SECUNIA 22691

@ BID 16907

@® UBUNTU USN-232-1

»{ SECUNIA 17371

) SECUNIA 17510
@ MANDRIVA MDKSA-
2006:035

() SUSE SUSE-SA:2005:069

B CONFIRM
www.php.net/release_4_4_1.php

{ SECUNIA 18198

¢ GENTOO GLSA-200511-08

() CONFIRM
docs.info.apple.com/article.html|?
artnum=303382

(3 VUPEN ADV-2005-2254

@& CERT TA06-062A

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.
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There are currently no QIDs associated with this CVE
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cpe:2.3:a:php:php:3.0:* "

cpe:2.3:a:php:php:3.0.1: ="
cpe:2.3:a:php:php:3.0.10: ">
cpe:2.3:a:php:php:3.0.11: % x>
cpe:2.3:a:php:php:3.0.12:%:** x>
cpe:2.3:a:php:php:3.0.13:%:*:* x>
cpe:2.3:a:php:php:3.0.14: %% x>

cpe:2.3:a:php:php:3.0.15:* """

dkk Lk k ok ak ok

cpe:2.3:a:php:php:3.0.16:*:** "

dkk ok k ok k ok

cpe:2.3:a:php:php:3.0. 17 "

sk Lk k Lk k Lk k

cpe:2.3:a:php:php:3.0.18:*: "™

cpe:2.3:a:php:php:3.0.2:™ "

cpe:2.3:a:php:php:3.0.3:* "

cpe:2.3:a:php:php:3.0.4:*:

cpe:2.3:a:php:php:3.0.5:"*

cpe:2.3:a:php:php:3.0.6:*:* "

cpe:2.3:a:php:php:3.0.7:*

cpe:2.3:a:php:php:3.0.8:*:* "

cpe:2.3:a:php:php:3.0.9:** "

cpe:2.3:a:php:php:4.0.0:*:*

cpe:2.3:a:php:php:4.0.1:*

Rk kR akak.

cpe:2.3:a:php:php:4.0.1:patch1 > "
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cpe:2.3:a:php:php:4.0.2:77 """

cpe:2.3:a:php:php:4.0.3:" %"=

cpe:2.3:a:php:php:4.0.4:" % ="

cpe:2.3:a:php:php:4.0.5: """

cpe:2.3:a:php:php:4.0.6:™ %" "

cpe:2.3:a:php:php:4.0.7:* % "

Skukakakakak.

cpe:2.3:a:php:php:4.0.7:rc1 ="

Skukakukkak.

cpe:2.3:a:php:php:4.0.7:rc2:*: "%

Skukakuk k.

cpe:2.3:a:php:php:4.0.7:rc3:*: "%

cpe:2.3:a:php:php:4.1.0:** "

cpe:2.3:a:php:php:4.1.1: %

cpe:2.3:a:php:php:4.1.2:%** "

Skakkukuk.

cpe:2.3:a:php:php:4.2::dev:* """

cpe:2.3:a:php:php:4.2.0:*

cpe:2.3:a:php:php:4.2.1:

cpe:2.3:a:php:php:4.2.2: "

cpe:2.3:a:php:php:4.2.3: "

cpe:2.3:a:php:php:4.3.0:*

cpe:2.3:a:php:php:4.3.1 "

dkak kR ok akak.

cpe:2.3:a:php:php:4.3.1 1 e

cpe:2.3:a:php:php:4.3.2:%

cpe:2.3:a:php:php:4.3.3:*

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:*

cpe:2.3:a:php:php:4.3.6: %" "

cpe:2.3:a:php:php:4.3.7: %" "

cpe:2.3:a:php:php:4.3.8: %" "



cpe:2.3:a:php:php:4.3.9: %" %"

cpe:2.3:a:php:php:4.4.0:" %"

cpe:2.3:a:php:php:3.0:* " "

cpe:2.3:a:php:php:3.0.1: "

dkukakkakakak.

cpe:2.3:a:php:php:3.0.11 7% =

dkukakkakakak.

cpe:2.3:a:php:php:3.0.12:%:% ™

N

cpe:2.3:a:php:php:3.0.13: % ™

N

cpe:2.3:a:php:php:3.0.14:%:% ™

R

cpe:2.3:a:php:php:3.0.15: % ™

dkkak Lk akakuk.

cpe:2.3:a:php:php:3.0.16:*:*:** ™

dk Lk ak Lk akakuk.

cpe:2.3:a:php:php:3.0.17:%:% x>

dkak Lk k ok akuk.

cpe:2.3:a:php:php:3.0.18: " ™"

cpe:2.3:a:php:php:3.0.2: "

cpe:2.3:a:php:php:3.0.3: "™

cpe:2.3:a:php:php:3.0.4:

cpe:2.3:a:php:php:3.0.5: "™

cpe:2.3:a:php:php:3.0.6:*: "

cpe:2.3:a:php:php:3.0.7:"

cpe:2.3:a:php:php:3.0.8:*:

cpe:2.3:a:php:php:3.0.9:**

cpe:2.3:a:php:php:4.0.0:*:

cpe:2.3:a:php:php:4.0.1:*

Kk kR akak.

cpe:2.3:a:php:php:4.0.1:patch 1 "

cpe:2.3:a:php:php:4.0.2:* %

cpe:2.3:a:php:php:4.0.3:" %" "



cpe:2.3:a:php:php:4.0.4:" %"

cpe:2.3:a:php:php:4.0.5: %" %"

cpe:2.3:a:php:php:4.0.6:™ %" %"

cpe:2.3:a:php:php:4.0.7: %"=

Skakakakakak.

cpe:2.3:a:php:php:4.0.7:rc3:*: "%

cpe:2.3:a:php:php:4.1.0:** "

cpe:2.3:a:php:php:4.1.1: %

cpe:2.3:a:php:php:4.1.2:* % "

I

cpe:2.3:a:php:php:4.2:*:dev:*:*:*:*:*:

cpe:2.3:a:php:php:4.2.0:* % "

cpe:2.3:a:php:php:4.2.1:**x 7 *x

cpe:2.3:a:php:php:4.2.2:* "

cpe:2.3:a:php:php:4.2.3: "

cpe:2.3:a:php:php:4.3.0:

cpe:2.3:a:php:php:4.3.1:

dk Lk k kR akak.

cpe:2.3:a:php:php:4.3.10: "

LRk kR Rk k.

cpe:2.3:a:php:php:4.3.1 1

cpe:2.3:a:php:php:4.3.2:*

cpe:2.3:a:php:php:4.3.3:*

cpe:2.3:a:php:php:4.3.4:*

cpe:2.3:a:php:php:4.3.5:"

cpe:2.3:a:php:php:4.3.6:* """

cpe:2.3:a:php:php:4.3.7:*

cpe:2.3:a:php:php:4.3.8:* """

cpe:2.3:a:php:php:4.3.9: %" "™

cpe:2.3:a:php:php:4.4.0:" %"
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