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Certain versions of Thunderbird from Mozilla contain the following
vulnerability:

The SMTP client in Mozilla Thunderbird 1.0.5 BETA, 1.0.7, and
possibly other versions, does not notify users when it cannot establish
a secure channel with the server, which allows remote attackers to
obtain authentication information without detection via a man-in-the-
middle (MITM) attack that bypasses TLS authentication or downgrades

CRAM-MD5 authentication to plain authentication.

CVSS2 Score: 2.6 - LOW
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CVE References

Description Tags Link

'Re: Mozilla Thunderbird SMTP down-negotiation weakness'
- MARC

marc.info

text/html

 BUGTRAQ 20051025 Re: Mozilla Thunderbird
SMTP down-negotiation weakness

Mozilla Thunderbird Insecure SMTP Authentication Protocol
Negotiation Weakness

cve.report (archive)

text/html

 BID 15106

311657 – Don't fall back to insecure authentication after
SMTP auth failure

bugzilla.mozilla.org

text/html

 MISC bugzilla.mozilla.org/show_bug.cgi?id=311657

'Mozilla Thunderbird SMTP down-negotiation weakness' -
MARC

marc.info

text/html

 BUGTRAQ 20051025 Mozilla Thunderbird SMTP
down-negotiation weakness

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Mozilla Thunderbird 1.0.5 beta All All

Application Mozilla Thunderbird 1.0.7 All All All

Application Mozilla Thunderbird 1.0.5 beta All All

Application Mozilla Thunderbird 1.0.7 All All All

No vendor comments have been submitted for this CVE
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