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CVE-2005-3409

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNCNINAP Certain versions of Openvpn from Openvpn contain the following
’ vulnerability:

OpenVPN 2.x before 2.0.4, when running in TCP mode, allows remote
attackers to cause a denial of service (segmentation fault) by forcing
the accept function call to return an error status, which leads to a null
dereference in an exception handler.

CVE-2005-3409 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

OpenVPN Server Remote Denial Of Service Vulnerability (%) BID 15270

Security Announcement 1 SUSE SUSE-SR:2005:025

Secunia - Advisories - Debian update for openvpn YU SECUNIA 17452

Secunia - Advisories - OpenVPN Format String and Denial of Service | Patch | Y SECUNIA 17376

Vulnerabilities

OpenVPN 2.0.x Change Log () CONFIRM
openvpn.net/chanaeloa.html


https://cve.report/
https://cve.report/CVE-2005-3409/mitre
https://cve.report/CVE-2005-3409/nist
https://cve.report/CVE-2005-3409/cve_org
https://cve.report/CVE-2005-3409.pdf
http://cve.report/software/openvpn/openvpn
http://cve.report/vendor/openvpn
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/15270
https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2005_25_sr.html
https://web.archive.org/web/2005/http://secunia.com/advisories/17452
https://web.archive.org/web/2005/http://secunia.com/advisories/17376
http://openvpn.net/changelog.html

Gentoo Linux Documentation -- OpenVPN: Multiple vulnerabilities www.gentoo.org ¢» GENTOO GLSA-200511-07
text/html

(@ OSVDB 20416

Secunia - Advisories - Gentoo update for openvpn YU SECUNIA 17447

text/html

Debian -- Security Information -- DSA-885-1 openvpn (© DEBIAN DSA-885

Secunia - Advisories - SUSE Updates for Multiple Packages Y SECUNIA 17480

text/html

SecurityFocus (7) OPENPKG OpenPKG-SA-
2005.023

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Openvpn Openvpn 2.0 All All All
Application Openvpn Openvpn 2.0.1_rct All All All
Application Openvpn Openvpn 2.0.1_rc2 All All All
Application Openvpn Openvpn 2.0.1_rc3 All All All
Application Openvpn Openvpn 2.0.1_rc4 All All All
Application Openvpn Openvpn 2.0.1_rc5 All All All
Application Openvpn Openvpn 2.0.1_rc6 All All All
Application Openvpn Openvpn 2.0.1_rc7 All All All
Application Openvpn Openvpn 2.0.2_rci All All All
Application Openvpn Openvpn 2.0.3_rct All All All
Application Openvpn Openvpn 2.0_betail All All All
Application Openvpn Openvpn 2.0_beta10 All All All
Application Openvpn Openvpn 2.0_betalt All All All
Application Openvpn Openvpn 2.0_betal12 All All All
Application Openvpn Openvpn 2.0_betal3 All All All
Application Openvpn Openvpn 2.0_betal1s All All All

Application Openvpn Openvpn 2.0_betal6 All All All
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cpe:2.3:a:openvpn:openvpn:2.0:*

ARk kKK LRk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rct:***xx
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ARk kR kR k.

cpe:2.3:a:openvpn:openvpn:2.0.1_rc2:*:*:*:*:*:*:*:

ARk kKK Rk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rcd:

ARk kKR kR,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc5: e

akak kKRR k.

cpe:2.3:a:openvpn:openvpn:2.0.1_rc6:*:*:*:*:*:**:

ARk koK kR k.

cpe:2.3:a:openvpn:openvpn:2.0.1_rc7: *

dk kR kR kR,

cpe:2.3:a:openvpn:openvpn:2.0.3_rct e

dk Kk kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_betal:*:*:**:

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_betal0:*:*:*:**:*:*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_betal 1"

cpe:2.3:a:openvpn:openvpn:2.0_beta20:*:*: "

dkkak ok akakuk.

cpe:2.3:a:openvpn:openvpn:2.0_beta6:*:*:*:*:*:*:*:

O

cpe:2.3:a:openvpn:openvpn:2.0_beta7:*:*:*:***::

dkakakakakakuk,

cpe:2.3:a:openvpn:openvpn:2.0_beta9:*:*:*:*:*:*:*:



dkak kR ok akuk.

cpe:2.3:a:openvpn:openvpn:2.0_rct: e

KKKk kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc10: :***x

Kk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rcl2:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rc13:

Kk kKK oKk,

cpe:2.3:a:openvpn:openvpn:2.0_rc14:***x*"*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rc15: "

KKk kKKK,

cpe:2.3:a:openvpn:openvpn:2.0_rcl7: >

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_rc18:*:*:***:*:*:

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc19:*:****: "%

dkakak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_rc2:*:**x

Skk Lk uk Lk akak.

cpe:2.3:a:openvpn:openvpn:2.0_test14:*:*:*:***:*:

Skuk Kk k Lk akak.

cpe:2.3:a:openvpn:openvpn:2.0_test15:*:****x:*:

Skk Lk k ok ukak.

cpe:2.3:a:openvpn:openvpn:2.0 test17:*:*:***:*:*:



Skk Lk k ok kak.

cpe:2.3:a:openvpn:openvpn:2.0_test20:*:**:*:* "

Sk Lk k ok akkak.

cpe:2.3:a:openvpn:openvpn:2.0_test21:*:**:***:*:

Sk ok ak kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_test22:*:*:*:*:*:*:*:

Sk Rk kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_test23:*:*:*:***:

sk ok ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test26:*:*:*:*:*:*:*:

sk ok ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test27:*:*:*:***:*:

Sk ok ak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_test29:*:*:*:**: "

Akak koK kR ok,

cpe:2.3:a:openvpn:openvpn:2.0_test3: "

akLkak ok akakk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc3:

akLkak ok kakk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rcd:*:*** "

akLkuk kK ak k.

cpe:2.3:a:openvpn:openvpn:2.0.1_rc6:*:*:* """

akLk Lk okkakk,

cpe:2.3:a:openvpn:openvpn:2.0.1_rc7:*:*** "

dkLkk ok kK k,

cpe:2.3:a:openvpn:openvpn:2.0.2_rct e

dkLkLk kR Rk,

cpe:2.3:a:openvpn:openvpn:2.0.3_rct: e



Kk kKKK Lk,

cpe:2.3:a:openvpn:openvpn:2.0_betal0:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_betal5:*:**:***:*:

Kk kKK kK,

cpe:2.3:a:openvpn:openvpn:2.0_betal6:*:*:*:*:*:*:*:

dk kR kR akak.

cpe:2.3:a:openvpn:openvpn:2.0_beta2:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_beta20:*:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_beta28:*:*:*:*:*:*:*:

akLk kKK LKLk,

cpe:2.3:a:openvpn:openvpn:2.0_rc11:

akLk kLK Lk LKLk,

cpe:2.3:a:openvpn:openvpn:2.0_rc12:*:*:**x "

aKLk kLK kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc14:*:**xx *:

R R I

cpe:2.3:a:openvpn:openvpn:2.0_rc15:

akLk kKKK Lk,

cpe:2.3:a:openvpn:openvpn:2.0_rc16:*:*:***: "

akLk kKKK Lk,

cpe:2.3:a:openvpn:openvpn:2.0_rc17:*:**x

AnAD iatAanAamimnesananinnD N orad Qe kkukokakokok,
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KKKk kKK,

cpe:2.3:a:openvpn:openvpn:2.0_rc19: ¥ x %

Kk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rc20:*:*:

Kk kKK kLK,

cpe:2.3:a:openvpn:openvpn:2.0_rc21 >

dk kR kR ok ak.

cpe:2.3:a:openvpn:openvpn:2.0_rc3:

LRk kR ok akak,

cpe:2.3:a:openvpn:openvpn:2.0_rc4:*:*

dkakak ok akakak.

cpe:2.3:a:openvpn:openvpn:2.0_rc8: " F

dkakakakakak k.

cpe:2.3:a:openvpn:openvpn:2.0_rc9:*:

skukakakkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test19:*:*:*: "

ARk koK Lk LKk,

cpe:2.3:a:openvpn:openvpn:2.0_test2:*:*:*:***::

skukakakukakak.

cpe:2.3:a:openvpn:openvpn:2.0_test20:*:*:*:*: "

Skk ok kkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test22:*:*:*:*:*:*:*:

Skuk ok akkakak.

cpe:2.3:a:openvpn:openvpn:2.0_test23:*:*:*:***:*:

Skk Lk k ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test24:*:*:*:***:*:

Skk ok ak ok akak.

cpe:2.3:a:openvpn:openvpn:2.0_test26:*: :*



Sk Lk ak ok kakak.

cpe:2.3:a:openvpn:openvpn:2.0_test27:*:**:***:*:

Skk Lk ak ok akuk.

cpe:2.3:a:openvpn:openvpn:2.0_test29:*:**:*:*:*:*:

KKKk kR k.

cpe:2.3:a:openvpn:openvpn:2.0_tests: "

ARk kKRR k.

cpe:2.3:a:openvpn:openvpn:2.0_test6: ™"

Akak kKR kK,

cpe:2.3:a:openvpn:openvpn:2.0_test7:*:*:****":

ARk kKR kK,

cpe:2.3:a:openvpn:openvpn:2.0_test8:*:*:*:*:**:*:

cpe:2.3:a:openvpn:openvpn_access_server:2.0.1:

cpe:2.3:a:openvpn:openvpn_access_server:2.0.2:*

cpe:2.3:a:openvpn:openvpn_access_server:2.0.1:

cpe:2.3:a:openvpn:openvpn_access_server:2.0.2:* %"

No vendor comments have been submitted for this CVE
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