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CVE-2005-3481

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Ios from Cisco contain the following vulnerability:

Cisco IOS 12.0 to 12.4 might allow remote attackers to execute
arbitrary code via a heap-based buffer overflow in system timers.
NOTE: this issue does not correspond to a specific vulnerability, rather
a general weakness that only increases the feasibility of exploitation of
any vulnerabilities that might exist. Such design-level weaknesses
normally are not included in CVE, so perhaps this issue should be

REJECTed.

CVSS2 Score: 9.3 - HIGH
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CVE References

Description Tags Link

US-CERT Vulnerability Note VU#562945 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#562945

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:4914

SecurityTracker.com Archives - Cisco IOS System Timers May
Permit Heap Overflow Exploitation

securitytracker.com

text/html

 SECTRACK 1015139

Cisco IOS System Timers Heap Buffer Overflow Exploitation cve.report (archive)

text/html

 BID 15275

Secunia - Advisories - Cisco IOS System Timers Potential Vendor Advisory  SECUNIA 17413

CVE-2005-3481 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2005-3481/mitre
https://cve.report/CVE-2005-3481/nist
https://cve.report/CVE-2005-3481/cve_org
https://cve.report/CVE-2005-3481.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.kb.cert.org/vuls/id/562945
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A4914
http://securitytracker.com/id?1015139
http://cve.report/bid/15275
https://web.archive.org/web/2005/http://secunia.com/advisories/17413


Secunia - Advisories - Cisco IOS System Timers Potential
Arbitrary Code Execution

Vendor Advisory

web.archive.org

text/html

 SECUNIA 17413

Cisco - Networking, Cloud, and Cybersecurity Solutions Vendor Advisory

www.cisco.com

text/html

 CISCO 20051102 IOS Heap-based
Overflow Vulnerability in System Timers

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH

www.vupen.com

inode/x-empty

 VUPEN ADV-2005-2282

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Cisco Ios 12.0 All All All

Operating
System

Cisco Ios 12.0da All All All

Operating
System

Cisco Ios 12.0db All All All

Operating
System

Cisco Ios 12.0dc All All All

Operating
System

Cisco Ios 12.0s All All All

Operating
System

Cisco Ios 12.0sc All All All

Operating
System

Cisco Ios 12.0sl All All All

Operating
System

Cisco Ios 12.0sp All All All

Operating
System

Cisco Ios 12.0st All All All

Operating
System

Cisco Ios 12.0sx All All All

Operating
System

Cisco Ios 12.0sz All All All

Operating
System

Cisco Ios 12.0t All All All

Operating
System

Cisco Ios 12.0w5 All All All

Operating
System

Cisco Ios 12.0wc All All All

Operating
System

Cisco Ios 12.0xa All All All

http://www.cisco.com/warp/public/707/cisco-sa-20051102-timers.shtml
http://www.vupen.com/english/advisories/2005/2282
mailto:%20comment@cve.report
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios


System

Operating
System

Cisco Ios 12.0xb All All All

Operating
System

Cisco Ios 12.0xc All All All

Operating
System

Cisco Ios 12.0xd All All All

Operating
System

Cisco Ios 12.0xe All All All

Operating
System

Cisco Ios 12.0xf All All All

Operating
System

Cisco Ios 12.0xg All All All

Operating
System

Cisco Ios 12.0xh All All All

Operating
System

Cisco Ios 12.0xi All All All

Operating
System

Cisco Ios 12.0xj All All All

Operating
System

Cisco Ios 12.0xk All All All

Operating
System

Cisco Ios 12.0xl All All All

Operating
System

Cisco Ios 12.0xm All All All

Operating
System

Cisco Ios 12.0xn All All All

Operating
System

Cisco Ios 12.0xq All All All

Operating
System

Cisco Ios 12.0xr All All All

Operating
System

Cisco Ios 12.0xs All All All

Operating
System

Cisco Ios 12.0xv All All All

Operating
System

Cisco Ios 12.1 All All All

Operating
System

Cisco Ios 12.1aa All All All

Operating
System

Cisco Ios 12.1ax All All All

Operating
System

Cisco Ios 12.1ay All All All

Operating
System

Cisco Ios 12.1az All All All

Operating Cisco Ios 12.1cx All All All
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System

Operating
System

Cisco Ios 12.1da All All All

Operating
System

Cisco Ios 12.1db All All All

Operating
System

Cisco Ios 12.1dc All All All

Operating
System

Cisco Ios 12.1e All All All

Operating
System

Cisco Ios 12.1ea All All All

Operating
System

Cisco Ios 12.1eb All All All

Operating
System

Cisco Ios 12.1ec All All All

Operating
System

Cisco Ios 12.1eo All All All

Operating
System

Cisco Ios 12.1eu All All All

Operating
System

Cisco Ios 12.1ev All All All

Operating
System

Cisco Ios 12.1ew All All All

Operating
System

Cisco Ios 12.1ex All All All

Operating
System

Cisco Ios 12.1ey All All All

Operating
System

Cisco Ios 12.1ez All All All

Operating
System

Cisco Ios 12.1t All All All

Operating
System

Cisco Ios 12.1xa All All All

Operating
System

Cisco Ios 12.1xb All All All

Operating
System

Cisco Ios 12.1xc All All All

Operating
System

Cisco Ios 12.1xd All All All

Operating
System

Cisco Ios 12.1xe All All All

Operating
System

Cisco Ios 12.1xf All All All

Operating
System

Cisco Ios 12.1xg All All All

Operating Cisco Ios 12.1xh All All All
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System

Operating
System

Cisco Ios 12.1xi All All All

Operating
System

Cisco Ios 12.1xj All All All

Operating
System

Cisco Ios 12.1xl All All All

Operating
System

Cisco Ios 12.1xm All All All

Operating
System

Cisco Ios 12.1xp All All All

Operating
System

Cisco Ios 12.1xq All All All

Operating
System

Cisco Ios 12.1xr All All All

Operating
System

Cisco Ios 12.1xs All All All

Operating
System

Cisco Ios 12.1xt All All All

Operating
System

Cisco Ios 12.1xu All All All

Operating
System

Cisco Ios 12.1xv All All All

Operating
System

Cisco Ios 12.1xw All All All

Operating
System

Cisco Ios 12.1xx All All All

Operating
System

Cisco Ios 12.1xy All All All

Operating
System

Cisco Ios 12.1ya All All All

Operating
System

Cisco Ios 12.1yb All All All

Operating
System

Cisco Ios 12.1yc All All All

Operating
System

Cisco Ios 12.1yd All All All

Operating
System

Cisco Ios 12.1ye All All All

Operating
System

Cisco Ios 12.1yf All All All

Operating
System

Cisco Ios 12.1yh All All All

Operating
System

Cisco Ios 12.1yi All All All

Operating Cisco Ios 12.1yj All All All
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Operating
System

Cisco Ios 12.1yj All All All

Operating
System

Cisco Ios 12.2 All All All

Operating
System

Cisco Ios 12.2b All All All

Operating
System

Cisco Ios 12.2bc All All All

Operating
System

Cisco Ios 12.2bx All All All

Operating
System

Cisco Ios 12.2by All All All

Operating
System

Cisco Ios 12.2bz All All All

Operating
System

Cisco Ios 12.2ca All All All

Operating
System

Cisco Ios 12.2cx All All All

Operating
System

Cisco Ios 12.2cy All All All

Operating
System

Cisco Ios 12.2cz All All All

Operating
System

Cisco Ios 12.2dd All All All

Operating
System

Cisco Ios 12.2dx All All All

Operating
System

Cisco Ios 12.2eu All All All

Operating
System

Cisco Ios 12.2ew All All All

Operating
System

Cisco Ios 12.2ewa All All All

Operating
System

Cisco Ios 12.2ex All All All

Operating
System

Cisco Ios 12.2ey All All All

Operating
System

Cisco Ios 12.2ez All All All

Operating
System

Cisco Ios 12.2fx All All All

Operating
System

Cisco Ios 12.2fy All All All

Operating
System

Cisco Ios 12.2ja All All All

Operating
System

Cisco Ios 12.2jk All All All

Operating Cisco Ios 12.2jx All All All
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Operating
System

Cisco Ios 12.2jx All All All

Operating
System

Cisco Ios 12.2mb All All All

Operating
System

Cisco Ios 12.2mc All All All

Operating
System

Cisco Ios 12.2s All All All

Operating
System

Cisco Ios 12.2sbc All All All

Operating
System

Cisco Ios 12.2se All All All

Operating
System

Cisco Ios 12.2sg All All All

Operating
System

Cisco Ios 12.2so All All All

Operating
System

Cisco Ios 12.2su All All All

Operating
System

Cisco Ios 12.2sv All All All

Operating
System

Cisco Ios 12.2sw All All All

Operating
System

Cisco Ios 12.2sx All All All

Operating
System

Cisco Ios 12.2sxa All All All

Operating
System

Cisco Ios 12.2sxb All All All

Operating
System

Cisco Ios 12.2sxd All All All

Operating
System

Cisco Ios 12.2sxe All All All

Operating
System

Cisco Ios 12.2sxf All All All

Operating
System

Cisco Ios 12.2sy All All All

Operating
System

Cisco Ios 12.2sz All All All

Operating
System

Cisco Ios 12.2t All All All

Operating
System

Cisco Ios 12.2tpc All All All

Operating
System

Cisco Ios 12.2xa All All All

Operating
System

Cisco Ios 12.2xb All All All

Operating Cisco Ios 12.2xc All All All
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Operating
System

Cisco Ios 12.2xc All All All

Operating
System

Cisco Ios 12.2xd All All All

Operating
System

Cisco Ios 12.2xe All All All

Operating
System

Cisco Ios 12.2xf All All All

Operating
System

Cisco Ios 12.2xg All All All

Operating
System

Cisco Ios 12.2xh All All All

Operating
System

Cisco Ios 12.2xi All All All

Operating
System

Cisco Ios 12.2xj All All All

Operating
System

Cisco Ios 12.2xk All All All

Operating
System

Cisco Ios 12.2xl All All All

Operating
System

Cisco Ios 12.2xm All All All

Operating
System

Cisco Ios 12.2xn All All All

Operating
System

Cisco Ios 12.2xq All All All

Operating
System

Cisco Ios 12.2xr All All All

Operating
System

Cisco Ios 12.2xs All All All

Operating
System

Cisco Ios 12.2xt All All All

Operating
System

Cisco Ios 12.2xu All All All

Operating
System

Cisco Ios 12.2xv All All All

Operating
System

Cisco Ios 12.2xw All All All

Operating
System

Cisco Ios 12.2ya All All All

Operating
System

Cisco Ios 12.2yb All All All

Operating
System

Cisco Ios 12.2yc All All All

Operating
System

Cisco Ios 12.2yd All All All

Operating Cisco Ios 12.2ye All All All
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Operating
System

Cisco Ios 12.2ye All All All

Operating
System

Cisco Ios 12.2yf All All All

Operating
System

Cisco Ios 12.2yg All All All

Operating
System

Cisco Ios 12.2yh All All All

Operating
System

Cisco Ios 12.2yj All All All

Operating
System

Cisco Ios 12.2yk All All All

Operating
System

Cisco Ios 12.2yl All All All

Operating
System

Cisco Ios 12.2ym All All All

Operating
System

Cisco Ios 12.2yn All All All

Operating
System

Cisco Ios 12.2yo All All All

Operating
System

Cisco Ios 12.2yp All All All

Operating
System

Cisco Ios 12.2yq All All All

Operating
System

Cisco Ios 12.2yr All All All

Operating
System

Cisco Ios 12.2ys All All All

Operating
System

Cisco Ios 12.2yt All All All

Operating
System

Cisco Ios 12.2yu All All All

Operating
System

Cisco Ios 12.2yv All All All

Operating
System

Cisco Ios 12.2yw All All All

Operating
System

Cisco Ios 12.2yx All All All

Operating
System

Cisco Ios 12.2yy All All All

Operating
System

Cisco Ios 12.2yz All All All

Operating
System

Cisco Ios 12.2za All All All

Operating
System

Cisco Ios 12.2zb All All All

Operating Cisco Ios 12.2zc All All All
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Operating
System

Cisco Ios 12.2zc All All All

Operating
System

Cisco Ios 12.2zd All All All

Operating
System

Cisco Ios 12.2ze All All All

Operating
System

Cisco Ios 12.2zf All All All

Operating
System

Cisco Ios 12.2zg All All All

Operating
System

Cisco Ios 12.2zh All All All

Operating
System

Cisco Ios 12.2zj All All All

Operating
System

Cisco Ios 12.2zl All All All

Operating
System

Cisco Ios 12.2zn All All All

Operating
System

Cisco Ios 12.2zp All All All

Operating
System

Cisco Ios 12.3 All All All

Operating
System

Cisco Ios 12.3b All All All

Operating
System

Cisco Ios 12.3bc All All All

Operating
System

Cisco Ios 12.3bw All All All

Operating
System

Cisco Ios 12.3ja All All All

Operating
System

Cisco Ios 12.3t All All All

Operating
System

Cisco Ios 12.3tpc All All All

Operating
System

Cisco Ios 12.3xa All All All

Operating
System

Cisco Ios 12.3xb All All All

Operating
System

Cisco Ios 12.3xc All All All

Operating
System

Cisco Ios 12.3xd All All All

Operating
System

Cisco Ios 12.3xe All All All

Operating
System

Cisco Ios 12.3xf All All All
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Operating
System

Cisco Ios 12.3xg All All All

Operating
System

Cisco Ios 12.3xh All All All

Operating
System

Cisco Ios 12.3xi All All All

Operating
System

Cisco Ios 12.3xj All All All

Operating
System

Cisco Ios 12.3xk All All All

Operating
System

Cisco Ios 12.3xm All All All

Operating
System

Cisco Ios 12.3xq All All All

Operating
System

Cisco Ios 12.3xr All All All

Operating
System

Cisco Ios 12.3xs All All All

Operating
System

Cisco Ios 12.3xu All All All

Operating
System

Cisco Ios 12.3xw All All All

Operating
System

Cisco Ios 12.3xx All All All

Operating
System

Cisco Ios 12.3xy All All All

Operating
System

Cisco Ios 12.3ya All All All

Operating
System

Cisco Ios 12.3yd All All All

Operating
System

Cisco Ios 12.3yf All All All

Operating
System

Cisco Ios 12.3yg All All All

Operating
System

Cisco Ios 12.3yh All All All

Operating
System

Cisco Ios 12.3yi All All All

Operating
System

Cisco Ios 12.3yj All All All

Operating
System

Cisco Ios 12.3yk All All All

Operating
System

Cisco Ios 12.3yq All All All

Operating
System

Cisco Ios 12.3ys All All All
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Operating
System

Cisco Ios 12.3yt All All All

Operating
System

Cisco Ios 12.3yu All All All

Operating
System

Cisco Ios 12.4 All All All

Operating
System

Cisco Ios 12.4mr All All All

Operating
System

Cisco Ios 12.4t All All All

Operating
System

Cisco Ios 12.4xa All All All

Operating
System

Cisco Ios 12.4xb All All All

Operating
System

Cisco Ios 12.0 All All All

Operating
System

Cisco Ios 12.0da All All All

Operating
System

Cisco Ios 12.0db All All All

Operating
System

Cisco Ios 12.0dc All All All

Operating
System

Cisco Ios 12.0s All All All

Operating
System

Cisco Ios 12.0sc All All All

Operating
System

Cisco Ios 12.0sl All All All

Operating
System

Cisco Ios 12.0sp All All All

Operating
System

Cisco Ios 12.0st All All All

Operating
System

Cisco Ios 12.0sx All All All

Operating
System

Cisco Ios 12.0sz All All All

Operating
System

Cisco Ios 12.0t All All All

Operating
System

Cisco Ios 12.0w5 All All All

Operating
System

Cisco Ios 12.0wc All All All

Operating
System

Cisco Ios 12.0xa All All All

Operating
System

Cisco Ios 12.0xb All All All
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Operating
System

Cisco Ios 12.0xc All All All

Operating
System

Cisco Ios 12.0xd All All All

Operating
System

Cisco Ios 12.0xe All All All

Operating
System

Cisco Ios 12.0xf All All All

Operating
System

Cisco Ios 12.0xg All All All

Operating
System

Cisco Ios 12.0xh All All All

Operating
System

Cisco Ios 12.0xi All All All

Operating
System

Cisco Ios 12.0xj All All All

Operating
System

Cisco Ios 12.0xk All All All

Operating
System

Cisco Ios 12.0xl All All All

Operating
System

Cisco Ios 12.0xm All All All

Operating
System

Cisco Ios 12.0xn All All All

Operating
System

Cisco Ios 12.0xq All All All

Operating
System

Cisco Ios 12.0xr All All All

Operating
System

Cisco Ios 12.0xs All All All

Operating
System

Cisco Ios 12.0xv All All All

Operating
System

Cisco Ios 12.1 All All All

Operating
System

Cisco Ios 12.1aa All All All

Operating
System

Cisco Ios 12.1ax All All All

Operating
System

Cisco Ios 12.1ay All All All

Operating
System

Cisco Ios 12.1az All All All

Operating
System

Cisco Ios 12.1cx All All All

Operating
System

Cisco Ios 12.1da All All All
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Operating
System

Cisco Ios 12.1db All All All

Operating
System

Cisco Ios 12.1dc All All All

Operating
System

Cisco Ios 12.1e All All All

Operating
System

Cisco Ios 12.1ea All All All

Operating
System

Cisco Ios 12.1eb All All All

Operating
System

Cisco Ios 12.1ec All All All

Operating
System

Cisco Ios 12.1eo All All All

Operating
System

Cisco Ios 12.1eu All All All

Operating
System

Cisco Ios 12.1ev All All All

Operating
System

Cisco Ios 12.1ew All All All

Operating
System

Cisco Ios 12.1ex All All All

Operating
System

Cisco Ios 12.1ey All All All

Operating
System

Cisco Ios 12.1ez All All All

Operating
System

Cisco Ios 12.1t All All All

Operating
System

Cisco Ios 12.1xa All All All

Operating
System

Cisco Ios 12.1xb All All All

Operating
System

Cisco Ios 12.1xc All All All

Operating
System

Cisco Ios 12.1xd All All All

Operating
System

Cisco Ios 12.1xe All All All

Operating
System

Cisco Ios 12.1xf All All All

Operating
System

Cisco Ios 12.1xg All All All

Operating
System

Cisco Ios 12.1xh All All All

Operating
System

Cisco Ios 12.1xi All All All
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Operating
System

Cisco Ios 12.1xj All All All

Operating
System

Cisco Ios 12.1xl All All All

Operating
System

Cisco Ios 12.1xm All All All

Operating
System

Cisco Ios 12.1xp All All All

Operating
System

Cisco Ios 12.1xq All All All

Operating
System

Cisco Ios 12.1xr All All All

Operating
System

Cisco Ios 12.1xs All All All

Operating
System

Cisco Ios 12.1xt All All All

Operating
System

Cisco Ios 12.1xu All All All

Operating
System

Cisco Ios 12.1xv All All All

Operating
System

Cisco Ios 12.1xw All All All

Operating
System

Cisco Ios 12.1xx All All All

Operating
System

Cisco Ios 12.1xy All All All

Operating
System

Cisco Ios 12.1ya All All All

Operating
System

Cisco Ios 12.1yb All All All

Operating
System

Cisco Ios 12.1yc All All All

Operating
System

Cisco Ios 12.1yd All All All

Operating
System

Cisco Ios 12.1ye All All All

Operating
System

Cisco Ios 12.1yf All All All

Operating
System

Cisco Ios 12.1yh All All All

Operating
System

Cisco Ios 12.1yi All All All

Operating
System

Cisco Ios 12.1yj All All All

Operating
System

Cisco Ios 12.2 All All All
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Operating
System

Cisco Ios 12.2b All All All

Operating
System

Cisco Ios 12.2bc All All All

Operating
System

Cisco Ios 12.2bx All All All

Operating
System

Cisco Ios 12.2by All All All

Operating
System

Cisco Ios 12.2bz All All All

Operating
System

Cisco Ios 12.2ca All All All

Operating
System

Cisco Ios 12.2cx All All All

Operating
System

Cisco Ios 12.2cy All All All

Operating
System

Cisco Ios 12.2cz All All All

Operating
System

Cisco Ios 12.2dd All All All

Operating
System

Cisco Ios 12.2dx All All All

Operating
System

Cisco Ios 12.2eu All All All

Operating
System

Cisco Ios 12.2ew All All All

Operating
System

Cisco Ios 12.2ewa All All All

Operating
System

Cisco Ios 12.2ex All All All

Operating
System

Cisco Ios 12.2ey All All All

Operating
System

Cisco Ios 12.2ez All All All

Operating
System

Cisco Ios 12.2fx All All All

Operating
System

Cisco Ios 12.2fy All All All

Operating
System

Cisco Ios 12.2ja All All All

Operating
System

Cisco Ios 12.2jk All All All

Operating
System

Cisco Ios 12.2jx All All All

Operating
System

Cisco Ios 12.2mb All All All
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Operating
System

Cisco Ios 12.2mc All All All

Operating
System

Cisco Ios 12.2s All All All

Operating
System

Cisco Ios 12.2sbc All All All

Operating
System

Cisco Ios 12.2se All All All

Operating
System

Cisco Ios 12.2sg All All All

Operating
System

Cisco Ios 12.2so All All All

Operating
System

Cisco Ios 12.2su All All All

Operating
System

Cisco Ios 12.2sv All All All

Operating
System

Cisco Ios 12.2sw All All All

Operating
System

Cisco Ios 12.2sx All All All

Operating
System

Cisco Ios 12.2sxa All All All

Operating
System

Cisco Ios 12.2sxb All All All

Operating
System

Cisco Ios 12.2sxd All All All

Operating
System

Cisco Ios 12.2sxe All All All

Operating
System

Cisco Ios 12.2sxf All All All

Operating
System

Cisco Ios 12.2sy All All All

Operating
System

Cisco Ios 12.2sz All All All

Operating
System

Cisco Ios 12.2t All All All

Operating
System

Cisco Ios 12.2tpc All All All

Operating
System

Cisco Ios 12.2xa All All All

Operating
System

Cisco Ios 12.2xb All All All

Operating
System

Cisco Ios 12.2xc All All All

Operating
System

Cisco Ios 12.2xd All All All
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System

Operating
System

Cisco Ios 12.2xe All All All

Operating
System

Cisco Ios 12.2xf All All All

Operating
System

Cisco Ios 12.2xg All All All

Operating
System

Cisco Ios 12.2xh All All All

Operating
System

Cisco Ios 12.2xi All All All

Operating
System

Cisco Ios 12.2xj All All All

Operating
System

Cisco Ios 12.2xk All All All

Operating
System

Cisco Ios 12.2xl All All All

Operating
System

Cisco Ios 12.2xm All All All

Operating
System

Cisco Ios 12.2xn All All All

Operating
System

Cisco Ios 12.2xq All All All

Operating
System

Cisco Ios 12.2xr All All All

Operating
System

Cisco Ios 12.2xs All All All

Operating
System

Cisco Ios 12.2xt All All All

Operating
System

Cisco Ios 12.2xu All All All

Operating
System

Cisco Ios 12.2xv All All All

Operating
System

Cisco Ios 12.2xw All All All

Operating
System

Cisco Ios 12.2ya All All All

Operating
System

Cisco Ios 12.2yb All All All

Operating
System

Cisco Ios 12.2yc All All All

Operating
System

Cisco Ios 12.2yd All All All

Operating
System

Cisco Ios 12.2ye All All All

Operating
System

Cisco Ios 12.2yf All All All
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System

Operating
System

Cisco Ios 12.2yg All All All

Operating
System

Cisco Ios 12.2yh All All All

Operating
System

Cisco Ios 12.2yj All All All

Operating
System

Cisco Ios 12.2yk All All All

Operating
System

Cisco Ios 12.2yl All All All

Operating
System

Cisco Ios 12.2ym All All All

Operating
System

Cisco Ios 12.2yn All All All

Operating
System

Cisco Ios 12.2yo All All All

Operating
System

Cisco Ios 12.2yp All All All

Operating
System

Cisco Ios 12.2yq All All All

Operating
System

Cisco Ios 12.2yr All All All

Operating
System

Cisco Ios 12.2ys All All All

Operating
System

Cisco Ios 12.2yt All All All

Operating
System

Cisco Ios 12.2yu All All All

Operating
System

Cisco Ios 12.2yv All All All

Operating
System

Cisco Ios 12.2yw All All All

Operating
System

Cisco Ios 12.2yx All All All

Operating
System

Cisco Ios 12.2yy All All All

Operating
System

Cisco Ios 12.2yz All All All

Operating
System

Cisco Ios 12.2za All All All

Operating
System

Cisco Ios 12.2zb All All All

Operating
System

Cisco Ios 12.2zc All All All

Operating
System

Cisco Ios 12.2zd All All All

http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/software/cisco/ios


System

Operating
System

Cisco Ios 12.2ze All All All

Operating
System

Cisco Ios 12.2zf All All All

Operating
System

Cisco Ios 12.2zg All All All

Operating
System

Cisco Ios 12.2zh All All All

Operating
System

Cisco Ios 12.2zj All All All

Operating
System

Cisco Ios 12.2zl All All All

Operating
System

Cisco Ios 12.2zn All All All

Operating
System

Cisco Ios 12.2zp All All All

Operating
System

Cisco Ios 12.3 All All All

Operating
System

Cisco Ios 12.3b All All All

Operating
System

Cisco Ios 12.3bc All All All

Operating
System

Cisco Ios 12.3bw All All All

Operating
System

Cisco Ios 12.3ja All All All

Operating
System

Cisco Ios 12.3t All All All

Operating
System

Cisco Ios 12.3tpc All All All

Operating
System

Cisco Ios 12.3xa All All All

Operating
System

Cisco Ios 12.3xb All All All

Operating
System

Cisco Ios 12.3xc All All All

Operating
System

Cisco Ios 12.3xd All All All

Operating
System

Cisco Ios 12.3xe All All All

Operating
System

Cisco Ios 12.3xf All All All

Operating
System

Cisco Ios 12.3xg All All All

Operating
System

Cisco Ios 12.3xh All All All
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System

Operating
System

Cisco Ios 12.3xi All All All

Operating
System

Cisco Ios 12.3xj All All All

Operating
System

Cisco Ios 12.3xk All All All

Operating
System

Cisco Ios 12.3xm All All All

Operating
System

Cisco Ios 12.3xq All All All

Operating
System

Cisco Ios 12.3xr All All All

Operating
System

Cisco Ios 12.3xs All All All

Operating
System

Cisco Ios 12.3xu All All All

Operating
System

Cisco Ios 12.3xw All All All

Operating
System

Cisco Ios 12.3xx All All All

Operating
System

Cisco Ios 12.3xy All All All

Operating
System

Cisco Ios 12.3ya All All All

Operating
System

Cisco Ios 12.3yd All All All

Operating
System

Cisco Ios 12.3yf All All All

Operating
System

Cisco Ios 12.3yg All All All

Operating
System

Cisco Ios 12.3yh All All All

Operating
System

Cisco Ios 12.3yi All All All

Operating
System

Cisco Ios 12.3yj All All All

Operating
System

Cisco Ios 12.3yk All All All

Operating
System

Cisco Ios 12.3yq All All All

Operating
System

Cisco Ios 12.3ys All All All

Operating
System

Cisco Ios 12.3yt All All All

Operating
System

Cisco Ios 12.3yu All All All
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System

Operating
System

Cisco Ios 12.4 All All All

Operating
System

Cisco Ios 12.4mr All All All

Operating
System

Cisco Ios 12.4t All All All

Operating
System

Cisco Ios 12.4xa All All All

Operating
System

Cisco Ios 12.4xb All All All

cpe:2.3:o:cisco:ios:12.0:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0da:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0db:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0dc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0s:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0sc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0sl:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0sp:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0st:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0sx:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0sz:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0t:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0w5:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0wc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xa:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xe:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xh:*:*:*:*:*:*:*:
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cpe:2.3:o:cisco:ios:12.0xi:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xk:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xl:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xm:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xn:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xq:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xr:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xs:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.0xv:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1aa:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ax:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ay:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1az:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1cx:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1da:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1db:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1dc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1e:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ea:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1eb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ec:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1eo:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1eu:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ev:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ew:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ex:*:*:*:*:*:*:*:



cpe:2.3:o:cisco:ios:12.1ey:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1ez:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1t:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xa:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xe:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xh:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xi:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xl:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xm:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xp:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xq:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xr:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xs:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xt:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xu:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xv:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.1xw:*:*:*:*:*:*:*:
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cpe:2.3:o:cisco:ios:12.2sxf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2sy:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2sz:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2t:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2tpc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xa:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xe:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xh:*:*:*:*:*:*:*:



cpe:2.3:o:cisco:ios:12.2xi:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xk:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xl:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xm:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xn:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xq:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xr:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xs:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xt:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xu:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xv:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2xw:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2ya:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2ye:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yh:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yk:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yl:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2ym:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yn:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yo:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yp:*:*:*:*:*:*:*:



cpe:2.3:o:cisco:ios:12.2yq:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yr:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2ys:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yt:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yu:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yv:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yw:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yx:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yy:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2yz:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2za:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2ze:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zh:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zl:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zn:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.2zp:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3b:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3bc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3bw:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3ja:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3t:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3tpc:*:*:*:*:*:*:*:



cpe:2.3:o:cisco:ios:12.3xa:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xb:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xc:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xe:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xh:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xi:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xk:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xm:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xq:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xr:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xs:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xu:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xw:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xx:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3xy:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3ya:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yd:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yf:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yg:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yh:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yi:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yj:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yk:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yq:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:o:cisco:ios:12.3ys:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yt:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.3yu:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.4:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.4mr:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.4t:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.4xa:*:*:*:*:*:*:*:

cpe:2.3:o:cisco:ios:12.4xb:*:*:*:*:*:*:*:
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