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CVE-2005-3500

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNINAP Certain versions of Clamav from Clam Anti-virus contain the following
’ vulnerability:

The tnef_attachment function in tnef.c for Clam AntiVirus (ClamAV)
before 0.87.1 allows remote attackers to cause a denial of service
(infinite loop and memory exhaustion) via a crafted value in a CAB file
that causes ClamAYV to repeatedly scan the same block.

CVE-2005-3500 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Gentoo Linux Documentation -- ClamAV: Multiple vulnerabilities ¢ GENTOO GLSA-200511-04

About Secunia Research | Flexera [ Patch | { SECUNIA 17434

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH [T () VUPEN ADV-2005-2294

SourceForge.net: Files [ Patch | < CONFIRM
sourceforge.net/project/shownotes.php?
release id=368319

Clam Anti-Virus ClamAV TNEF File Handlina Denial Of Service (™ BID 15316


https://cve.report/
https://cve.report/CVE-2005-3500/mitre
https://cve.report/CVE-2005-3500/nist
https://cve.report/CVE-2005-3500/cve_org
https://cve.report/CVE-2005-3500.pdf
http://cve.report/software/clam_anti-virus/clamav
http://cve.report/vendor/clam_anti-virus
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.gentoo.org/security/en/glsa/glsa-200511-04.xml
https://web.archive.org/web/2005/http://secunia.com/advisories/17434
http://www.vupen.com/english/advisories/2005/2294
https://web.archive.org/web/2005/http://sourceforge.net/project/shownotes.php?release_id=368319
http://cve.report/bid/15316

Vulnerability

Secunia - Advisories - Debian update for clamav

No Description Provided

Secunia - Advisories - SUSE Updates for Multiple Packages
Clam AntiVirus tnef_attachment() DoS Vulnerability -
CXSecurity.com

Secunia - Advisories - Clam AntiVirus OLE2 Unpacker Potential
Denial of Service

Cyber Defense | Accenture

Secunia - Advisories - Mandriva update for clamav

Debian -- Security Information -- DSA-887-1 clamav

Advisories - Mandriva

SecurityTracker.com Archives - Clam AntiVirus CAB, FSG, and OLE

Bugs Let Remote Users Deny Service or Execute Arbitrary Code

text/html

web.archive.org
text/html

www.osvdb.org

Inactive Link"| Not Archived

web.archive.org
text/html

securityreason.com

text/html

web.archive.org
text/html

Vendor Advisory

www.idefense.com

text/html

web.archive.org
text/html

www.debian.org
Depreciated Link
text/html

www.mandriva.com

text/html

securitytracker.com

text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Applicaton slam ANu-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
Application Clam Anti-virus
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Application Clam Anti-virus

skakakakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.51:*: "

Skukakukkakak.
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dkkakkkakak.

cpe:2.3:a:clam_anti-virus:clamav:0.65:*:*:*:*:*:*:*:

Sk Lk ak Lk kakuk.

cpe:2.3:a:clam_anti-virus:clamav:0.67:*:*:*:*:*:*:*:

dkuk ok akakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.68:*:*:*:*:*:*:*:

cpe:2.3:a:clam_anti-virus:clamav:0.68.1: " *:*:

Skuk ok k ok akak.

cpe:2.3:a:clam_anti-virus:clamav:0.70:

Sk ok ak kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.71

Sk Rk kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.73:*:

sk ok ak kR akak,

cpe:2.3:a:clam_anti-virus:clamav:0.74:*:

Sk ok ak kR akak,

cpe:2.3:a:clam_anti-virus:clamav:0.75:*:*:**

dkakak ok akakak.

cpe:2.3:a:clam_anti-virus:clamav:0.75.1:":"

cpe:2.3:a:clam_anti-virus:clamav:0.86.1:%:*:*:*:*:*:*:

cpe:2.3:a:clam_anti-virus:clamav:0.86.2:*:":*:*:*:*:*:

dkakakakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.87:*:*:*:*:*:*:*:

skakakakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.15:*: %"

dkakakukakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.20:*:*:*:*:*:*:*:

Skukakukkakuk.

cpe:2.3:a:clam_anti-virus:clamav:0.21 7 "

dkukakukakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.22:*:*:*:*:*:*:*:

Skk Kk kkakak.

cpe:2.3:a:clam_anti-virus:clamav:0.23:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.24:*:*:*:*:*:*:*:
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Skuk ok kkakak.

cpe:2.3:a:clam_anti-virus:clamav:0.53:*:*:**

Skk ok ak Lk akak.

cpe:2.3:a:clam_anti-virus:clamav:0.54:*:

Sk Lk ak kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.60:*:*:*:*:*:*:*:

Skuk ok ak ok akak.

cpe:2.3:a:clam_anti-virus:clamav:0.65:*:*:*:*:*:*:*:

Sk ok ak kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.67:*:*:*:*:**:*:

Sk Lk ak kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.68:*:*:*:*:*:*:*:

dk kR kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.68.1: " *:*:

Sk Kk kR akak.

cpe:2.3:a:clam_anti-virus:clamav:0.70:*:

Sk ok akakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.71:*:

Sk ok akakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.72:*:*:* """

skukakakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.85:*:*:*:*:*:*:*:

cpe:2.3:a:clam_anti-virus:clamav:0.85.1:%:":* "™

Skukakakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.86:*:*:*:*:*:*:*:

cpe:2.3:a:clam_anti-virus:clamav:0.86.1:*:":* "

O

cpe:2.3:a:clam_anti-virus:clamav:0.86.2:*:*:*:*:*:*:*:

Skukakakakakak.

cpe:2.3:a:clam_anti-virus:clamav:0.87:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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