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Certain versions of Tomcat from Apache contain the following
vulnerability:

Apache Tomcat 5.5.0 to 5.5.11 allows remote attackers to cause a
denial of service (CPU consumption) via a large number of
simultaneous requests to list a web directory that has a large number
of files.
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CVE References

Description Tags Link

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2008-1979

Friday, January 23, 2009 - Posts -
CA Security Response Blog - CA
Technologies

community.ca.com

text/html

 CONFIRM
community.ca.com/blogs/casecurityresponseblog/archive/2009/01/23.aspx

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20090124 CA20090123-01: Cohesion Tomcat Multiple
Vulnerabilities

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20090127 CA20090123-01: Cohesion Tomcat Multiple
Vulnerabilities (Updated - v1.1)

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2008:0261

404 Not Found support.ca.com  CONFIRM support.ca.com/irj/portal/anonymous/phpsupcontent?

CVE-2005-3510 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-3510/mitre
https://cve.report/CVE-2005-3510/nist
https://cve.report/CVE-2005-3510/cve_org
https://cve.report/CVE-2005-3510.pdf
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.vupen.com/english/advisories/2008/1979/references
http://community.ca.com/blogs/casecurityresponseblog/archive/2009/01/23.aspx
http://www.securityfocus.com/archive/1/500396/100/0/threaded
http://www.securityfocus.com/archive/1/500412/100/0/threaded
http://www.redhat.com/support/errata/RHSA-2008-0261.html


support.ca.com

text/html

Inactive Link Not Archived

 CONFIRM support.ca.com/irj/portal/anonymous/phpsupcontent?
contentID=197540

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20200213 svn commit: r1873980 [24/34] -
/tomcat/site/trunk/docs/

Tomcat Server Lets Remote Users
Deny Service By Making Multiple
Directory Listing Requests -
SecurityTracker

Patch

Vendor Advisory

securitytracker.com

text/html

 SECTRACK 1015147

No Description Provided sunsolve.sun.com

Inactive Link Not Archived

 SUNALERT 239312

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20190325 svn commit: r1856174 [19/29] - in
/tomcat/site/trunk: docs/ xdocs/ xdocs/stylesheets/

Pony Mail! lists.apache.org

text/html

 MLIST [tomcat-dev] 20190319 svn commit: r1855831 [21/30] - in
/tomcat/site/trunk: ./ docs/ xdocs/

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2006:0161

Apache Tomcat® - Apache
Tomcat 4.x vulnerabilities

tomcat.apache.org

text/xml

 CONFIRM tomcat.apache.org/security-4.html

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 20439

Apache Tomcat - Apache Tomcat
5 vulnerabilities

tomcat.apache.org

text/html

 CONFIRM tomcat.apache.org/security-5.html

Secunia - Advisories - Apache
Tomcat Directory Listing Denial of
Service

Vendor Advisory

web.archive.org

text/html

 SECUNIA 17416

Webmail : Solution de messagerie
professionnelle - OVHcloud- OVH

www.vupen.com

inode/x-empty

 VUPEN ADV-2009-0233

Apache Tomcat Simultaneous
Directory Listing Denial Of Service
Vulnerability

cve.report (archive)

text/html

 BID 15325

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20051104 Apache Tomcat 5.5.x remote Denial Of Service

Sun Solaris 9 Tomcat Multiple
Vulnerabilities - Advisories -
Secunia

web.archive.org

text/html

 SECUNIA 30899

CA Cohesion Application
Configuration Manager Apache
Tomcat Multiple Vulnerabilities -
Secunia Advisories - Vulnerability
Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 33668

Sun Solaris 10 Tomcat Multiple
Vulnerabilities - Advisories -
Secunia

web.archive.org

text/html

 SECUNIA 30908

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apache Tomcat 5.5.0 All All All

Application Apache Tomcat 5.5.1 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.2 All All All

Application Apache Tomcat 5.5.3 All All All

Application Apache Tomcat 5.5.4 All All All

Application Apache Tomcat 5.5.5 All All All

Application Apache Tomcat 5.5.6 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.8 All All All

Application Apache Tomcat 5.5.9 All All All

Application Apache Tomcat 5.5.0 All All All

Application Apache Tomcat 5.5.1 All All All

Application Apache Tomcat 5.5.10 All All All

Application Apache Tomcat 5.5.11 All All All

Application Apache Tomcat 5.5.2 All All All

Application Apache Tomcat 5.5.3 All All All

Application Apache Tomcat 5.5.4 All All All

Application Apache Tomcat 5.5.5 All All All

Application Apache Tomcat 5.5.6 All All All

Application Apache Tomcat 5.5.7 All All All

Application Apache Tomcat 5.5.8 All All All

Application Apache Tomcat 5.5.9 All All All

cpe:2.3:a:apache:tomcat:5.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.3:*:*:*:*:*:*:*:
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← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:apache:tomcat:5.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.9:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.0:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.1:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.10:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.11:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.2:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.3:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.4:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.5:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.6:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.7:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.8:*:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:5.5.9:*:*:*:*:*:*:*:
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