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CVE-2005-3531

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNIPAN Certain versions of Fuse from Miklos Szeredi contain the following
vulnerability:

fusermount in FUSE before 2.4.1, if installed setuid root, allows local
users to corrupt /etc/mtab and possibly modify mount options by
performing a mount over a directory whose name contains certain
special characters.

CVE-2005-3531 has been assigned by (2 security@debian.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Gentoo Linux Documentation -- FUSE: mtab corruption through fusermount ¢» GENTOO GLSA-
Vendor Advisory 200511-17
www.gentoo.org

text/html

Security Advisory SA17695 - Gentoo update for fuse - Secunia web.archive.org Y SECUNIA 17695
text/html

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH @ VUPEN ADV-2005-

2529
FUSE "fusermount” Mountpoint Handling Vulnerability - Secunia Advisories - Vulnerability web.archive.org Y SECUNIA 17691
Information - Secunia.com text/html
FUSE Mount Options Corruption Vulnerability ) BID 15529
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Advisories - Mandriva Linux & MANDRAKE
MDKSA-2005:216

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Miklos Szeredi Fuse 22 All All All
Application Miklos Szeredi Fuse 2.21 All All All
Application Miklos Szeredi Fuse 2.3.0 All All All
Application Miklos Szeredi Fuse 2.3_rct All All All
Application Miklos Szeredi Fuse 2.4.0 All All All
Application Miklos Szeredi Fuse 2.2 All All All
Application Miklos Szeredi Fuse 2.21 All All All
Application Miklos Szeredi Fuse 2.3.0 All All All
Application Miklos Szeredi Fuse 2.3_rc All All All
Application Miklos Szeredi Fuse 2.4.0 All All All

Sk Lk ak Lk akakak.

cpe:2.3:a:miklos_szeredi:fuse:2.2:*:*:*:*:*:*:*:
cpe:2.3:a:miklos_szeredi:fuse:2.2.1:*:*****:*:
cpe:2.3:a:miklos_szeredi:fuse:2.3.0: "
cpe:2.3:a:miklos_szeredi:fuse:2.3_rc1:
cpe:2.3:a:miklos_szeredi:fuse:2.4.0: " "
cpe:2.3:a:miklos_szeredi:fuse:2.2:*:*:*:**:*:*:

cpe:2.3:a:miklos_szeredi:fuse:2.2.1: "

cpe:2.3:a:miklos_szeredi:fuse:2.3.0:*: "

cpe:2.3:a:miklos_szeredi:fuse:2.4.0:*: 7 "

No vendor comments have been submitted for this CVE
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