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CVE CVE-2005-3552
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-11-16 07:42:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Multiple cross-site scripting (XSS) vulnerabilities in PHPKIT 1.6.1 R2 and earlier allow remote attackers to inject arbitrary w:

/ ]

Risk And Classification

Primary CVSS: v2.0 4.3 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:P/A:N

Problem Types: CWE-79 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:M/Au:N/C:N/I:P/A:N
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpkit Phpkit All rc2 All All


https://cve.report/
https://cve.report/CVE-2005-3552/mitre
https://cve.report/CVE-2005-3552/nist
https://cve.report/CVE-2005-3552/cve_org
https://cve.report/api/cve/CVE-2005-3552.json
https://cve.report/CVE-2005-3552.pdf
http://cve.report/vendor/phpkit
http://cve.report/software/phpkit/phpkit

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

IBM X-Force Exchange

IBM X-Force Exchange

IBM X-Force Exchange

IBM X-Force Exchange

SecurityTracker.com Archives - PHPKIT Has Multiple Bugs That Permit Remote Code Execution, SQL Injection, and Cross-Site Scripting Atta
IBM X-Force Exchange

IBM X-Force Exchange

www.osvdb.org/20553

Hardened-PHP Project - PHP Security - Advisory 21/2005
www.osvdb.org/20558

www.osvdb.org/20557

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
PHPKIT Multiple Vulnerabilities - Advisories - Secunia
www.osvdb.org/20555

PHPKit Multiple Input Validation Vulnerabilities

Advisory 21/2005: Multiple vulnerabilities in PHPKIT
www.osvdb.org/20554

www.osvdb.org/20556

www.osvdb.org/20559

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://exchange.xforce.ibmcloud.com/vulnerabilities/23004
https://exchange.xforce.ibmcloud.com/vulnerabilities/23006
https://exchange.xforce.ibmcloud.com/vulnerabilities/23007
https://exchange.xforce.ibmcloud.com/vulnerabilities/23003
http://securitytracker.com/id?1015167
https://exchange.xforce.ibmcloud.com/vulnerabilities/23009
https://exchange.xforce.ibmcloud.com/vulnerabilities/23008
http://www.osvdb.org/20553
http://www.hardened-php.net/advisory_212005.80.html
http://www.osvdb.org/20558
http://www.osvdb.org/20557
http://www.vupen.com/english/advisories/2005/2344
http://secunia.com/advisories/17479
http://www.osvdb.org/20555
http://www.securityfocus.com/bid/15354
http://cert.uni-stuttgart.de/archive/bugtraq/2005/11/msg00110.html
http://www.osvdb.org/20554
http://www.osvdb.org/20556
http://www.osvdb.org/20559
https://www.cve.org/CVERecord?id=CVE-2005-3552
https://nvd.nist.gov/vuln/detail/CVE-2005-3552
https://cve.report/

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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