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Summary

CVE CVE-2005-3566

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-11-16 07:42:00 UTC

Updated 2017-07-11 01:33:00 UTC

Description Buffer overflow in various ha commands of VERITAS Cluster Server for UNIX before 4.0MP2 allows local users to execute arbitrary code via a long VCSI18N_LANG environment variable to (1) haagent, (2) haalert, (3) haattr, (4) hacli, (5) hacli_runcmd, (6) haclus, (7) haconf, (8) hadebug, (9) hagrp, (10) hahb, (11) halog, (12) hareg, (13) hares, (14) hastatus, (15) hasys, (16) hatype, (17) hauser, and (18) tststew.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Veritas Cluster Server 2.2 All All All

Application Symantec Veritas Cluster Server 2.2_linux All All All

Application Symantec Veritas Cluster Server 2.2_linux_mp1p1 All All All

Application Symantec Veritas Cluster Server 2.2_mp1 All All All

Application Symantec Veritas Cluster Server 2.2_mp2 All All All

Application Symantec Veritas Cluster Server 3.5 All All All

Application Symantec Veritas Cluster Server 3.5_aix All All All

Application Symantec Veritas Cluster Server 3.5_hp-ux All All All

Application Symantec Veritas Cluster Server 3.5_hp-ux_update_1 All All All

Application Symantec Veritas Cluster Server 3.5_hp-ux_update_2 All All All

Application Symantec Veritas Cluster Server 3.5_mp1 All All All

Application Symantec Veritas Cluster Server 3.5_mp1j All All All

Application Symantec Veritas Cluster Server 3.5_mp2 All All All

Application Symantec Veritas Cluster Server 3.5_p1 All All All

Application Symantec Veritas Cluster Server 3.5_solaris All All All

Application Symantec Veritas Cluster Server 3.5_solaris_beta All All All

Application Symantec Veritas Cluster Server 3.5_solaris_mp1 All All All

https://cve.report/
https://cve.report/CVE-2005-3566/mitre
https://cve.report/CVE-2005-3566/nist
https://cve.report/CVE-2005-3566/cve_org
https://cve.report/CVE-2005-3566.pdf
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server
http://cve.report/vendor/symantec_veritas
http://cve.report/software/symantec_veritas/cluster_server


Application Symantec Veritas Cluster Server 3.5_solaris_mp1 All All All

Application Symantec Veritas Cluster Server 3.5_solaris_mp2 All All All

Application Symantec Veritas Cluster Server 3.5_solaris_mp3 All All All

Application Symantec Veritas Cluster Server 4.0_aix All All All

Application Symantec Veritas Cluster Server 4.0_aix_beta All All All

Application Symantec Veritas Cluster Server 4.0_linux All All All

Application Symantec Veritas Cluster Server 4.0_linux_beta All All All

Application Symantec Veritas Cluster Server 4.0_solaris All All All

Application Symantec Veritas Cluster Server 4.0_solaris_beta All All All

Application Symantec Veritas Cluster Server 4.0_solaris_mp1 All All All

Application Symantec Veritas Cluster Server 2.2 All All All

Application Symantec Veritas Cluster Server 2.2_linux All All All

Application Symantec Veritas Cluster Server 2.2_linux_mp1p1 All All All

Application Symantec Veritas Cluster Server 2.2_mp1 All All All

Application Symantec Veritas Cluster Server 2.2_mp2 All All All

Application Symantec Veritas Cluster Server 3.5 All All All

Application Symantec Veritas Cluster Server 3.5_aix All All All

Application Symantec Veritas Cluster Server 3.5_hp-ux All All All

Application Symantec Veritas Cluster Server 3.5_hp-ux_update_1 All All All

Application Symantec Veritas Cluster Server 3.5_hp-ux_update_2 All All All

Application Symantec Veritas Cluster Server 3.5_mp1 All All All

Application Symantec Veritas Cluster Server 3.5_mp1j All All All

Application Symantec Veritas Cluster Server 3.5_mp2 All All All

Application Symantec Veritas Cluster Server 3.5_p1 All All All

Application Symantec Veritas Cluster Server 3.5_solaris All All All

Application Symantec Veritas Cluster Server 3.5_solaris_beta All All All

Application Symantec Veritas Cluster Server 3.5_solaris_mp1 All All All

Application Symantec Veritas Cluster Server 3.5_solaris_mp2 All All All

Application Symantec Veritas Cluster Server 3.5_solaris_mp3 All All All

Application Symantec Veritas Cluster Server 4.0_aix All All All

Application Symantec Veritas Cluster Server 4.0_aix_beta All All All

Application Symantec Veritas Cluster Server 4.0_linux All All All

Application Symantec Veritas Cluster Server 4.0_linux_beta All All All

Application Symantec Veritas Cluster Server 4.0_solaris All All All

Application Symantec Veritas Cluster Server 4.0_solaris_beta All All All

Application Symantec Veritas Cluster Server 4.0_solaris_mp1 All All All
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Application Symantec Veritas Sanpoint Control Quickstart 3.5_solaris All All All

Application Symantec Veritas Sanpoint Control Quickstart 3.5_solaris All All All

Application Symantec Veritas Storage Foundation 1.0_aix All All All

Application Symantec Veritas Storage Foundation 2.2_linux All All All

Application Symantec Veritas Storage Foundation 2.2_vmware_esx All All All

Application Symantec Veritas Storage Foundation 3.0_aix All All All

Application Symantec Veritas Storage Foundation 3.4_aix All All All

Application Symantec Veritas Storage Foundation 3.5_hp-ux All All All

Application Symantec Veritas Storage Foundation 3.5_solaris All All All

Application Symantec Veritas Storage Foundation 4.0_aix All All All

Application Symantec Veritas Storage Foundation 4.0_linux All All All

Application Symantec Veritas Storage Foundation 4.0_solaris All All All

Application Symantec Veritas Storage Foundation 1.0_aix All All All

Application Symantec Veritas Storage Foundation 2.2_linux All All All

Application Symantec Veritas Storage Foundation 2.2_vmware_esx All All All

Application Symantec Veritas Storage Foundation 3.0_aix All All All

Application Symantec Veritas Storage Foundation 3.4_aix All All All

Application Symantec Veritas Storage Foundation 3.5_hp-ux All All All

Application Symantec Veritas Storage Foundation 3.5_solaris All All All

Application Symantec Veritas Storage Foundation 4.0_aix All All All

Application Symantec Veritas Storage Foundation 4.0_linux All All All

Application Symantec Veritas Storage Foundation 4.0_solaris All All All

Application Symantec Veritas Storage Foundation Cluster File System 4.0_aix All All All

Application Symantec Veritas Storage Foundation Cluster File System 4.0_linux All All All

Application Symantec Veritas Storage Foundation Cluster File System 4.0_solaris All All All

Application Symantec Veritas Storage Foundation Cluster File System 4.0_aix All All All

Application Symantec Veritas Storage Foundation Cluster File System 4.0_linux All All All

Application Symantec Veritas Storage Foundation Cluster File System 4.0_solaris All All All
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IBM X-Force Exchange

VERITAS Cluster Server for UNIX Local Buffer Overflow Vulnerability

20673

SecurityTracker.com Archives - VERITAS Cluster Server for UNIX Buffer Overflow in VCSI18N_LANG Environment Variable Lets Local Users Gain Root Privileges
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20051112 DMA[2005-1112a] - 'Veritas Storage Foundation VCSI18N_LANG buffer overflow'

Veritas Storage Foundation VCSI18N_LANG buffer overflow - CXSecurity.com

VERITAS Cluster Server for UNIX: Local Access Buffer Overflow Vulnerability

Secunia - Advisories - VERITAS Cluster Server for UNIX Buffer Overflow Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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