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Summary

CVE CVE-2005-3625

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC

Updated 2018-10-19 15:37:00 UTC

Description Xpdf, as used in products such as gpdf, kpdf, pdftohtml, poppler, teTeX, CUPS, libextractor, and others, allows attackers to cause a denial of service (infinite loop) via streams that end prematurely, as demonstrated using the (1) CCITTFaxDecode and (2) DCTDecode streams, aka "Infinite CPU spins."

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Operating System Conectiva Linux 10.0 All All

Operating System Conectiva Linux 10.0 All All

Operating System Debian Debian Linux 3.0 All All

Operating System Debian Debian Linux 3.0 All alpha

Operating System Debian Debian Linux 3.0 All arm

Operating System Debian Debian Linux 3.0 All hppa

Operating System Debian Debian Linux 3.0 All ia-32

Operating System Debian Debian Linux 3.0 All ia-64

Operating System Debian Debian Linux 3.0 All m68k

Operating System Debian Debian Linux 3.0 All mips

Operating System Debian Debian Linux 3.0 All mipsel

Operating System Debian Debian Linux 3.0 All ppc

Operating System Debian Debian Linux 3.0 All s-390

Operating System Debian Debian Linux 3.0 All sparc

Operating System Debian Debian Linux 3.1 All All

Operating System Debian Debian Linux 3.1 All alpha

Operating System Debian Debian Linux 3.1 All amd64
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Operating System Debian Debian Linux 3.1 All amd64

Operating System Debian Debian Linux 3.1 All arm

Operating System Debian Debian Linux 3.1 All hppa

Operating System Debian Debian Linux 3.1 All ia-32

Operating System Debian Debian Linux 3.1 All ia-64

Operating System Debian Debian Linux 3.1 All m68k

Operating System Debian Debian Linux 3.1 All mips

Operating System Debian Debian Linux 3.1 All mipsel

Operating System Debian Debian Linux 3.1 All ppc

Operating System Debian Debian Linux 3.1 All s-390

Operating System Debian Debian Linux 3.1 All sparc

Operating System Debian Debian Linux 3.0 All All

Operating System Debian Debian Linux 3.0 All alpha

Operating System Debian Debian Linux 3.0 All arm

Operating System Debian Debian Linux 3.0 All hppa

Operating System Debian Debian Linux 3.0 All ia-32

Operating System Debian Debian Linux 3.0 All ia-64

Operating System Debian Debian Linux 3.0 All m68k

Operating System Debian Debian Linux 3.0 All mips

Operating System Debian Debian Linux 3.0 All mipsel

Operating System Debian Debian Linux 3.0 All ppc

Operating System Debian Debian Linux 3.0 All s-390

Operating System Debian Debian Linux 3.0 All sparc

Operating System Debian Debian Linux 3.1 All All

Operating System Debian Debian Linux 3.1 All alpha
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Operating System Debian Debian Linux 3.1 All arm
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Operating System Debian Debian Linux 3.1 All mips

Operating System Debian Debian Linux 3.1 All mipsel

Operating System Debian Debian Linux 3.1 All ppc

Operating System Debian Debian Linux 3.1 All s-390

Operating System Debian Debian Linux 3.1 All sparc
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Application Easy Software Products Cups 1.1.22 All All

Application Easy Software Products Cups 1.1.22_rc1 All All

Application Easy Software Products Cups 1.1.23 All All

Application Easy Software Products Cups 1.1.23_rc1 All All

Application Easy Software Products Cups 1.1.22 All All

Application Easy Software Products Cups 1.1.22_rc1 All All

Application Easy Software Products Cups 1.1.23 All All

Application Easy Software Products Cups 1.1.23_rc1 All All

Operating System Gentoo Linux All All All

Operating System Gentoo Linux All All All

Application Kde Kdegraphics 3.2 All All

Application Kde Kdegraphics 3.4.3 All All

Application Kde Kdegraphics 3.2 All All

Application Kde Kdegraphics 3.4.3 All All

Application Kde Koffice 1.4 All All

Application Kde Koffice 1.4.1 All All

Application Kde Koffice 1.4.2 All All

Application Kde Koffice 1.4 All All

Application Kde Koffice 1.4.1 All All

Application Kde Koffice 1.4.2 All All

Application Kde Kpdf 3.2 All All

Application Kde Kpdf 3.4.3 All All

Application Kde Kpdf 3.2 All All

Application Kde Kpdf 3.4.3 All All

Application Kde Kword 1.4.2 All All

Application Kde Kword 1.4.2 All All

Application Libextractor Libextractor All All All

Application Libextractor Libextractor All All All

Operating System Mandrakesoft Mandrake Linux 10.1 All All

Operating System Mandrakesoft Mandrake Linux 10.1 All x86-64

Operating System Mandrakesoft Mandrake Linux 10.2 All All

Operating System Mandrakesoft Mandrake Linux 10.2 All x86-64

Operating System Mandrakesoft Mandrake Linux 2006 All All

Operating System Mandrakesoft Mandrake Linux 2006 All x86-64

Operating System Mandrakesoft Mandrake Linux 10.1 All All

Operating System Mandrakesoft Mandrake Linux 10.1 All x86-64
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Operating System Mandrakesoft Mandrake Linux 10.1 All x86-64

Operating System Mandrakesoft Mandrake Linux 10.2 All All

Operating System Mandrakesoft Mandrake Linux 10.2 All x86-64

Operating System Mandrakesoft Mandrake Linux 2006 All All

Operating System Mandrakesoft Mandrake Linux 2006 All x86-64

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All x86_64

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 2.1 All x86_64

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All All

Operating System Mandrakesoft Mandrake Linux Corporate Server 3.0 All x86_64

Application Poppler Poppler 0.4.2 All All

Application Poppler Poppler 0.4.2 All All

Operating System Redhat Enterprise Linux 2.1 All advanced_server

Operating System Redhat Enterprise Linux 2.1 All advanced_server_ia64

Operating System Redhat Enterprise Linux 2.1 All enterprise_server
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Operating System Redhat Enterprise Linux 2.1 All workstation
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Operating System Redhat Enterprise Linux 3.0 All advanced_server
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Operating System Redhat Enterprise Linux 4.0 All advanced_server

Operating System Redhat Enterprise Linux 4.0 All enterprise_server

Operating System Redhat Enterprise Linux 4.0 All workstation

Operating System Redhat Enterprise Linux Desktop 3.0 All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All

Operating System Redhat Enterprise Linux Desktop 4.0 All All

Operating System Redhat Fedora Core core_1.0 All All

Operating System Redhat Fedora Core core_2.0 All All

Operating System Redhat Fedora Core core_3.0 All All

Operating System Redhat Fedora Core core_4.0 All All

Operating System Redhat Fedora Core core_1.0 All All

Operating System Redhat Fedora Core core_2.0 All All

Operating System Redhat Fedora Core core_3.0 All All

Operating System Redhat Fedora Core core_4.0 All All

Operating System Redhat Linux 7.3 All i386

Operating System Redhat Linux 9.0 All i386

Operating System Redhat Linux 7.3 All i386

Operating System Redhat Linux 9.0 All i386

Operating System Redhat Linux Advanced Workstation 2.1 All ia64

Operating System Redhat Linux Advanced Workstation 2.1 All itanium
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Operating System Sco Openserver 5.0.7 All All

Operating System Sco Openserver 6.0 All All

Operating System Sco Openserver 5.0.7 All All

Operating System Sco Openserver 6.0 All All

Application Sgi Propack 3.0 sp6 All

Application Sgi Propack 3.0 sp6 All

Operating System Slackware Slackware Linux 10.0 All All

Operating System Slackware Slackware Linux 10.1 All All

Operating System Slackware Slackware Linux 10.2 All All

Operating System Slackware Slackware Linux 9.0 All All

Operating System Slackware Slackware Linux 9.1 All All

Operating System Slackware Slackware Linux 10.0 All All
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Operating System Slackware Slackware Linux 10.1 All All

Operating System Slackware Slackware Linux 10.2 All All

Operating System Slackware Slackware Linux 9.0 All All

Operating System Slackware Slackware Linux 9.1 All All

Operating System Suse Suse Linux 1.0 All All

Operating System Suse Suse Linux 10.0 All oss

Operating System Suse Suse Linux 10.0 All professional

Operating System Suse Suse Linux 9.0 All enterprise_server

Operating System Suse Suse Linux 9.0 All personal

Operating System Suse Suse Linux 9.0 All professional

Operating System Suse Suse Linux 9.0 All s_390

Operating System Suse Suse Linux 9.0 All x86_64

Operating System Suse Suse Linux 9.1 All personal

Operating System Suse Suse Linux 9.1 All professional

Operating System Suse Suse Linux 9.1 All x86_64

Operating System Suse Suse Linux 9.2 All personal

Operating System Suse Suse Linux 9.2 All professional
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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