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CVE CVE-2005-3628
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC
Updated 2018-10-19 15:38:00 UTC
Description Buffer overflow in the JBIG2Bitmap::JBIG2Bitmap function in JBIG2Stream.cc in Xpdf, as used in products such as gpdf, kg
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xpdf Xpdf All All All All

Application Xpdf Xpdf All All All All

Reference Sour:
Secunia - Advisories - Debian update for pdfkit.framework SECL
SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia SECL
Secunia - Advisories - Debian update for tetex-bin SECL
Debian -- Security Information -- DSA-936-1 libextractor DEBI
Secunia - Advisories - Mandriva update for cups SECL
SecurityFocus FEDC(
Debian -- Page not found DEBI

SuSE Security announcements: [suse-security-announce] SUSE Security Announcement: xpdf,kpdf,gpdf,kword (SUSE-SA:2006:001) SUSE

Debian -- Security Information -- DSA-962-1 pdftohtml DEBI
rhn.redhat.com | Red Hat Support REDI
Secunia - Advisories - Slackware update for xpdf SECL

Advisories - Mandriva Linux OS MANI



https://cve.report/
https://cve.report/CVE-2005-3628/mitre
https://cve.report/CVE-2005-3628/nist
https://cve.report/CVE-2005-3628/cve_org
https://cve.report/CVE-2005-3628.pdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://cve.report/vendor/xpdf
http://cve.report/software/xpdf/xpdf
http://secunia.com/advisories/18679
http://secunia.com/advisories/19230
http://secunia.com/advisories/18428
http://www.debian.org/security/2006/dsa-936
http://secunia.com/advisories/18387
http://www.securityfocus.com/archive/1/427053/100/0/threaded
http://www.debian.org/security/2005/dsa-938
http://lists.suse.com/archive/suse-security-announce/2006-Jan/0001.html
http://www.debian.org/security/2006/dsa-962
http://www.redhat.com/support/errata/RHSA-2006-0160.html
http://secunia.com/advisories/18908
http://www.mandriva.com/security/advisories?name=MDKSA-2006:010

20060201-01-U

Advisories - Mandriva Linux OS

Advisories - Mandriva Linux OS

Secunia - Advisories - Debian update for libextractor

Debian -- Page not found

Repository / Oval Repository

Debian -- Page not found

Secunia - Advisories - Debian update for kpdf

The Slackware Linux Project: Slackware Security Advisories
Debian -- Page not found

Secunia - Advisories - Debian update for koffice

Debian -- Page not found

The Slackware Linux Project: Slackware Security Advisories
Secunia - Advisories - libextractor Multiple Xpdf Vulnerabilities
Secunia - Advisories - SUSE updates for xpdf / kpdf / gpdf / kword
Secunia - Advisories - Debian update for pdftohtml

Debian -- Security Information -- DSA-961-1 pdfkit.framework
Secunia - Advisories - Red Hat update for tetex

Secunia - Advisories - Debian update for cupsys

Secunia - Advisories - Slackware update for kdegraphics
Secunia - Advisories - GNUStep PDFKit Framework Xpdf Multiple Vulnerabilities
Secunia - Advisories - Debian update for xpdf

SecurityFocus

Secunia - Advisories - Mandriva update for tetex

Debian -- Security Information -- DSA-950-1 cupsys

Secunia - Advisories - Debian update for gpdf

CVE Program record

NVD vulnerability detail
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox  Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.


ftp://patches.sgi.com/support/free/security/advisories/20060201-01-U
http://www.mandriva.com/security/advisories?name=MDKSA-2006:012
http://www.mandriva.com/security/advisories?name=MDKSA-2006:011
http://secunia.com/advisories/18407
http://www.debian.org/security/2005/dsa-931
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10287
http://www.debian.org/security/2005/dsa-940
http://secunia.com/advisories/18389
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.472683
http://www.debian.org/security/2005/dsa-932
http://secunia.com/advisories/18147
http://www.debian.org/security/2005/dsa-937
http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.474747
http://secunia.com/advisories/18398
http://secunia.com/advisories/18416
http://secunia.com/advisories/18675
http://www.debian.org/security/2006/dsa-961
http://secunia.com/advisories/18534
http://secunia.com/advisories/18582
http://secunia.com/advisories/18913
http://secunia.com/advisories/18674
http://secunia.com/advisories/18385
http://www.securityfocus.com/archive/1/427990/100/0/threaded
http://secunia.com/advisories/18380
http://www.debian.org/security/2006/dsa-950
http://secunia.com/advisories/18436
https://www.cve.org/CVERecord?id=CVE-2005-3628
https://nvd.nist.gov/vuln/detail/CVE-2005-3628
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