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AVLACUAUNCCICAC Certain versions of Enterprise Linux from Redhat contain the following
’ vulnerability:

initscripts in Red Hat Enterprise Linux 4 does not properly handle
certain environment variables when /sbin/service is executed, which
allows local users with sudo permissions for /sbin/service to gain root
privileges via unknown vectors.

CVE-2005-3629 has been assigned by & secalert@redhat.com to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link

SecurityTracker.com Archives - Red Hat initscripts Environment Variable

Processing May Let Local Users Gain Elevated Privileges Vendor Advisory
securitytracker.com
text/html

(7) SECTRACK 1015732

Repository / Oval Repository oval.cisecurity.org ¢ OVAL
text/html oval:org.mitre.oval:def:11198

Secunia - Advisories - Red Hat update for initscripts O SECUNIA 19162
Vendor Advisory
web.archive.org

text/html

rhn.redhat.com | Red Hat Support & REDHAT RHSA-
endor Advisory 2006:0016

www.redhat.com

Py


https://cve.report/
https://cve.report/CVE-2005-3629/mitre
https://cve.report/CVE-2005-3629/nist
https://cve.report/CVE-2005-3629/cve_org
https://cve.report/CVE-2005-3629.pdf
http://cve.report/software/redhat/enterprise_linux
http://cve.report/vendor/redhat
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securitytracker.com/id?1015732
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11198
https://web.archive.org/web/2005/http://secunia.com/advisories/19162
http://www.redhat.com/support/errata/RHSA-2006-0016.html

@ SGI 20060401-01-U

rhn.redhat.com | Red Hat Support & REDHAT RHSA-

2006:0015

Red Hat Initscripts Local Privilege Escalation Vulnerability cve.report (archive) (> BID 17038

text/html

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia YU SECUNIA 19532

text/html
IBM X-Force Exchange STEEREITEMTRSTN @ XF initscripts-service-

gain-privileges(25374)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Redhat Enterprise Linux 3.0 All advanced_server All
System

Operating Redhat Enterprise Linux 3.0 All enterprise_server All
System

Operating Redhat Enterprise Linux 3.0 All workstation_server All
System

Operating Redhat Enterprise Linux 4.0 All advanced_server All
System

Operating Redhat Enterprise Linux 4.0 All enterprise_server All
System

Operating Redhat Enterprise Linux 4.0 All workstation All
System

Operating Redhat Enterprise Linux 3.0 All advanced_server All
System

Operating Redhat Enterprise Linux 3.0 All enterprise_server All
System

Operating Redhat Enterprise Linux 3.0 All workstation_server All
System

Operating Redhat Enterprise Linux 4.0 All advanced_server All
System

Operating Redhat Enterprise Linux 4.0 All enterprise_server All
System

Operating Redhat Enterprise Linux 4.0 All workstation All

System
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cpe:2.3:0:redhat:enterprise_linux:3.0:*:advanced_server:*:*:*:*:*:

Skuk Lk akak.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:enterprise_server:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux:4.0:*:workstation:*:*:*:*:*:

Lkukakakak.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:advanced_server:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:redhat:enterprise_linux:3.0:*:enterprise_server:*:*:*:*:*:

dkak KRk,

cpe:2.3:0:redhat:enterprise_linux:3.0:*:workstation_server:*:*:*:*:*:

Skakakakak.

cpe:2.3:0:redhat:enterprise_linux:4.0:*:enterprise_server:*:*:*:*:*:

cpe:2.3:0:redhat:enterprise_linux:4.0:*:workstation:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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