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CVE-2005-3644

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

PNP_GetDevicelList (upnp_getdevicelist) in UPnP for Microsoft
”  Windows 2000 SP4 and earlier, and possibly Windows XP SP1 and

AVNACLUAUNCNINAC Certain versions of Windows 2000 from Microsoft contain the following
earlier, allows remote attackers to cause a denial of service (memory
consumption) via a DCE RPC request that specifies a large output

vulnerability:
D
g buffer size, a variant of CVE-2006-6296, and a different vulnerability

than CVE-2005-2120.

CVE-2005-3644 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: 7.8-HIGH |

Access Access Authentication
Vector Complexity
NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_ [NONE
CVE References
Description Tags Link
Security Webinars, Podcasts, Success (@ MISC www.eeye.com/Resources/Security-
Stories, White Papers, and Datasheets | Center/Research/Zero-Day-Tracker/2005/20051116
eEye Digital Security
MS Windows 2k UPNP (getdevicelist) % EXPLOIT-DB 1328
Memory Leak DoS Exploit
SecurityTracker.com Archives - Microsoft securitytracker.com () SECTRACK 1015233
Windows RPC Service May Let Remote
Users Deny Service
Microsoft Windows Plug and Play Denial of (D) BID 15460
SQearviee \1ilnarahilitv [ tovi/bim) |
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Resources | BeyondTrust research.eeye.com () MISC research.eeye.com/html/alerts/zeroday/20051116.html
text/html

Felicitations ! Votre domaine a bien été créé [\ LTUTELE @ MISC

chez OVH ! www.frsirt.com/exploits/20051117.Win_upnp_getdevicelist.c.php
text/html

Your request has been blocked. This could Vendor Advisory B® MSKB 911052

be due to several reasons. web.archive.org

text/html
Inactive Link| Not Archived

SecuriTeam - Windows 2000 Server UPNP
DoS (Exploit) www.securiteam.com
text/html

A MISC www.securiteam.com/exploits/6V00C15EKM.html

Secunia - Advisories - Microsoft Windows Vendor Advisory Y{ SECUNIA 17595
UPnP GetDevicelList Denial of Service web.archive.org
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows 2000 All All All All
System

Operating Microsoft Windows 2000 All sp1i All All
System

Operating Microsoft Windows 2000 All sp2 All All
System

Operating Microsoft Windows 2000 All sp3 All All
System

Operating Microsoft Windows 2000 All sp4 All All
System

Operating Microsoft Windows 2000 All All All All
System

Operating Microsoft Windows 2000 All spi All All
System

Operating Microsoft Windows 2000 All sp2 All All
System

Operating Microsoft Windows 2000 All sp3 All All
System

Operating Microsoft Windows 2000 All sp4 All All
System

Operating Microsoft Windows Xp All All home All

System
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No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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