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Summary

CVE CVE-2005-3645

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-11-17 11:02:00 UTC

Updated 2017-07-11 01:33:00 UTC

Description phpAdsNew and phpPgAds 2.0.6 and possibly earlier versions allows remote attackers to obtain the application installation path and other sensitive information via direct requests to (1) create.php, and if display_errors is enabled, (2) lib-updates.inc.php, (3) lib-targetstats.inc.php, (4) lib-size.inc.php, (5) lib-misc-stats.inc.php, (6) lib-hourly-hosts.inc.php, (7) lib-hourly.inc.php, (8) lib-history.inc.php, and (9) graph-daily.php.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpadsnew Phpadsnew 2.0.4_pr1 All All All

Application Phpadsnew Phpadsnew 2.0.5 All All All

Application Phpadsnew Phpadsnew 2.0.6 All All All

Application Phpadsnew Phpadsnew 2.0_beta5 All All All

Application Phpadsnew Phpadsnew 2.0_beta6 All All All

Application Phpadsnew Phpadsnew 2_dev_2001-09-30 All All All

Application Phpadsnew Phpadsnew 2_dev_2001-10-09 All All All

Application Phpadsnew Phpadsnew 2.0.4_pr1 All All All

Application Phpadsnew Phpadsnew 2.0.5 All All All

Application Phpadsnew Phpadsnew 2.0.6 All All All

Application Phpadsnew Phpadsnew 2.0_beta5 All All All

Application Phpadsnew Phpadsnew 2.0_beta6 All All All

Application Phpadsnew Phpadsnew 2_dev_2001-09-30 All All All

Application Phpadsnew Phpadsnew 2_dev_2001-10-09 All All All

Application Phppgads Phppgads 2.0.6 All All All

Application Phppgads Phppgads 2.0.6 All All All

https://cve.report/
https://cve.report/CVE-2005-3645/mitre
https://cve.report/CVE-2005-3645/nist
https://cve.report/CVE-2005-3645/cve_org
https://cve.report/api/cve/CVE-2005-3645.json
https://cve.report/CVE-2005-3645.pdf
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phpadsnew
http://cve.report/software/phpadsnew/phpadsnew
http://cve.report/vendor/phppgads
http://cve.report/software/phppgads/phppgads
http://cve.report/vendor/phppgads
http://cve.report/software/phppgads/phppgads


References

Reference Source Link

20742 OSVDB www.osvdb.org

20735 OSVDB www.osvdb.org

'[FS-05-01] Multiple vulnerabilities in phpAdsNew' - MARC BUGTRAQ marc.info

20739 OSVDB www.osvdb.org

20740 OSVDB www.osvdb.org

20737 OSVDB www.osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

www.fitsec.com/advisories/FS-05-01.txt MISC www.fitsec.com

SourceForge.net: Files CONFIRM sourceforge.net

20743 OSVDB www.osvdb.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Secunia - Advisories - phpAdsNew Multiple Vulnerabilities SECUNIA secunia.com

20736 OSVDB www.osvdb.org

20741 OSVDB www.osvdb.org

20738 OSVDB www.osvdb.org

Bugtraq: [PHPADSNEW-SA-2005-002] phpAdsNew and phpPgAds 2.0.7 fix multiple vulnerabilities BUGTRAQ seclists.org

SecurityReason - Multiple vulnerabilities in phpAdsNew SREASON securityreason.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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