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Summary

CVE CVE-2005-3656

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC

Updated 2023-11-07 01:57:00 UTC

Description Multiple format string vulnerabilities in logging functions in mod_auth_pgsql before 2.0.3, when used for user authentication against a PostgreSQL database, allows remote unauthenticated attackers to execute arbitrary code, as demonstrated via the username.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Guiseppe Tanzilli And Matthias Eckermann Mod Auth Pgsql 0.9.5 All All All

Application Guiseppe Tanzilli And Matthias Eckermann Mod Auth Pgsql 0.9.6 All All All

Application Guiseppe Tanzilli And Matthias Eckermann Mod Auth Pgsql 0.9.5 All All All

Application Guiseppe Tanzilli And Matthias Eckermann Mod Auth Pgsql 0.9.6 All All All

Application Guiseppe Tanzilli And Matthias Eckermann Mod Auth Pgsql All All All All

References

Reference Source Link

Secunia - Advisories - Gentoo update for mod_auth_pgsql SECUNIA secunia.com

Repository / Oval Repository OVAL oval.cisecurity.org

SecurityTracker.com Archives - mod_auth_pgsql Format String Bugs Let Remote Users Execute Arbitrary Code SECTRACK securitytracker.com

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

20060101-01-U SGI patches.sgi.com

Secunia - Advisories - SGI Advanced Linux Environment Multiple Updates SECUNIA secunia.com

Debian update for libapache2-mod-auth-pgsql - Advisories - Secunia SECUNIA secunia.com

Secunia - Advisories - Red Hat update for mod_auth_pgsql SECUNIA secunia.com

USN-239-1: libapache2-mod-auth-pgsql vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com
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[SECURITY] Fedora Core 3 Update: mod_auth_pgsql-2.0.1-6.2 CONFIRM www.redhat.com

Module mod_auth_pgsql PostgreSQL authentication module fro Apache web server CONFIRM www.giuseppetanzilli.it

rhn.redhat.com | Red Hat Support REDHAT www.redhat.com

[SECURITY] Fedora Core 4 Update: mod_auth_pgsql-2.0.1-8.1 CONFIRM www.redhat.com

Apache mod_auth_pgsql Multiple Format String Vulnerabilities BID www.securityfocus.com

DSA-935 DEBIAN www.debian.de

Secunia - Advisories - Fedora update for mod_auth_pgsql SECUNIA secunia.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Secunia - Advisories - mod_auth_pgsql Apache Module Format String Vulnerabilities SECUNIA secunia.com

Module mod_auth_pgsql PostgreSQL authentication module fro Apache web server www.giuseppetanzilli.it

Secunia - Advisories - Ubuntu update for libapache2-mod-auth-pgsql SECUNIA secunia.com

Secunia - Advisories - Mandriva update for apache2-mod_auth_pgsql SECUNIA secunia.com

Trustix update for multiple packages - Advisories - Secunia SECUNIA secunia.com

Gentoo Linux Documentation -- mod_auth_pgsql: Multiple format string vulnerabilities GENTOO www.gentoo.org

2006-0002 TRUSTIX www.trustix.org

Accenture | Let there be change IDEFENSE www.idefense.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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