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Certain versions of Internet Key Exchange from Internet Key Exchange
contain the following vulnerability:

Multiple buffer overflows in multiple unspecified implementations of
Internet Key Exchange version 1 (IKEv1) have multiple unspecified
attack vectors and impacts related to denial of service, as
demonstrated by the PROTOS ISAKMP Test Suite for IKEv1. NOTE:
due to the lack of information in the original sources, it is likely that this

candidate will be REJECTed once it is known which implementations are actually vulnerable.
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CVE References

Description Tags Link

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 MISC
www.ee.oulu.fi/research/ouspg/protos/testing/c09/isakmp/

NISCC-273756: ISAKMP プロトコルの実装に複数
の脆弱性

jvn.jp

text/html

 MISC jvn.jp/niscc/NISCC-273756/index.html

No Description Provided Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 MISC www.niscc.gov.uk/niscc/docs/br-20051114-
01013.html?lang=en

US-CERT Vulnerability Note VU#226364 Third Party Advisory

US Government Resource

 CERT-VN VU#226364

CVE-2005-3668 has been assigned by  cve@mitre.org to track the vulnerability
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US Government Resource

www.kb.cert.org

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Internet Key Exchange Internet Key Exchange 1 All All All

Application Internet Key Exchange Internet Key Exchange 1 All All All

No vendor comments have been submitted for this CVE
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