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Certain versions of Xmb from Xmb Forum contain the following
vulnerability:

Cross-site scripting (XSS) vulnerability in members.php in XMB 1.9.3
and earlier allows remote attackers to inject arbitrary web script or
HTML via the "Your Current Mood" field in the registration page.

CVSS2 Score: 4.3 - MEDIUM
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CVE References

Description Tags Link

XMB Forum Member.PHP HTML Injection Vulnerability cve.report (archive)

text/html

 BID 15489

XMB "Your Current Mood" Script Insertion Vulnerability - Advisories -
Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 17642

irannetjob.com - XMB HTML Injection & Path Disclosure Exploit

irannetjob.com

text/xml

 MISC
irannetjob.com/content/view/163/28/

Webmail - OVH www.vupen.com

text/html

 VUPEN ADV-2005-2488

SecurityTracker.com Archives - XMB Forum Input Validation Hole in 'Your
Current Mood' Field in the 'member.php' Script Permits Cross-Site Scripting
Attacks

securitytracker.com

text/html

 SECTRACK 1015237
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https://cve.report/CVE-2005-3688.pdf
http://cve.report/software/xmb_forum/xmb
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http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/15489
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http://irannetjob.com/content/view/163/28/
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Attacks

Security Issue History - XMBdocs docs.xmbforum2.com

text/html

 MISC
docs.xmbforum2.com/index.php?
title=Security_Issue_History

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20051117
[KAPDA::#13] - XMB HTML
Injection & Path Disclosure.

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Xmb Forum Xmb 1.8_sp1 All All All

Application Xmb Forum Xmb 1.8_sp2 All All All

Application Xmb Forum Xmb 1.8_sp3 All All All

Application Xmb Forum Xmb 1.9.1 All All All

Application Xmb Forum Xmb 1.9.2 All All All

Application Xmb Forum Xmb 1.9_beta All All All

Application Xmb Forum Xmb 1.8_sp1 All All All

Application Xmb Forum Xmb 1.8_sp2 All All All

Application Xmb Forum Xmb 1.8_sp3 All All All

Application Xmb Forum Xmb 1.9.1 All All All

Application Xmb Forum Xmb 1.9.2 All All All

Application Xmb Forum Xmb 1.9_beta All All All

Application Xmb Forum Xmb All All All All
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