
CVE-2005-3694
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2005-3694

State PUBLIC

Assigner security@debian.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-11-20 20:03:00 UTC

Updated 2017-07-11 01:33:00 UTC

Description centericq 4.20.0-r3 with "Enable peer-to-peer communications" set allows remote attackers to cause a denial of service (segmentation fault and crash) via short zero-length packets, and possibly packets of length 1 or 2, as demonstrated using Nessus.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Centericq Centericq 4.20.0_r3 All All All

Application Centericq Centericq 4.20.0_r3 All All All

References

Reference Source

21270 OSVDB

IBM X-Force Exchange XF

Centericq Empty Packet Handling Weakness and Buffer Overflows - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Secunia - Advisories - Debian update for centericq SECUNIA

Gentoo Linux Documentation -- CenterICQ: Multiple vulnerabilities GENTOO

Gentoo update for centericq - Advisories - Secunia SECUNIA

CenterICQ Malformed Packet Handling Remote Denial of Service Vulnerability BID

Gentoo Bug 100519 - net-im/centericq: 4.20.0-r3 remote crash (CVE-2005-3694) CONFIRM

#334089 - remotely segfaultable, DOS - Debian Bug report logs CONFIRM

Debian -- Security Information -- DSA-912-1 centericq DEBIAN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

https://cve.report/
https://cve.report/CVE-2005-3694/mitre
https://cve.report/CVE-2005-3694/nist
https://cve.report/CVE-2005-3694/cve_org
https://cve.report/CVE-2005-3694.pdf
http://cve.report/vendor/centericq
http://cve.report/software/centericq/centericq
http://cve.report/vendor/centericq
http://cve.report/software/centericq/centericq
http://www.osvdb.org/21270
https://exchange.xforce.ibmcloud.com/vulnerabilities/23327
http://secunia.com/advisories/17798
http://secunia.com/advisories/17818
http://security.gentoo.org/glsa/glsa-200512-11.xml
http://secunia.com/advisories/18081
http://www.securityfocus.com/bid/15649
https://bugs.gentoo.org/show_bug.cgi?id=100519
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=334089
http://www.debian.org/security/2005/dsa-912
https://www.cve.org/CVERecord?id=CVE-2005-3694
https://nvd.nist.gov/vuln/detail/CVE-2005-3694


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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