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AVUACLUAUNCNIINAC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

The ptrace functionality (ptrace.c) in Linux kernel 2.6 before 2.6.14.2,
using CLONE_THREAD, does not use the thread group ID to check
whether it is attaching to itself, which allows local users to cause a
denial of service (crash).

CVE-2005-3783 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.9 - MEDIUM
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Vector Complexity

LOW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
[NoNE [NONE |
Description Tags Link
Secunia - Advisories - ){ SECUNIA 19369

Debian update for
kernel-source-2.4.27
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Linux Kernel PTrace Ty BID 15642
CLONE_THREAD

Local Denial of
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174075 — [RHEL4] () MISC bugzilla.redhat.com/bugzilla/show_bug.cgi?id=174075
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ptrace DoS

SecuritvFocus ™ SUSE SUSE-SA:2005:068
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

/

There are currently no QIDs associated with this CVE
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cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.10: """

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.3

cpe:2.3:0:linux:linux_kernel:2.6.11.4

Skkakukkakak.

dkakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.6

Skk Kk uk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:% " ™
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Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1 "™
cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:*
cpe:2.3:0:linux:linux_kernel:2.6.12.3: "
cpe:2.3:0:linux:linux_kernel:2.6.12.4:* "

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.13:*:*:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.14:*:*:***:*:*:

Lkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc2:*:***:**:

dkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.1:*:* =™

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.0::*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*: " *:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.10:*: """

cpe:2.3:0:linux:linux_kernel:2.6.11.1:*:* ™

ARk Lk kLR LRk,

cpe:2.3:0:linux:linux_kernel:2.6.11.10:*: %"



Akakak kR LRk,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:**:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.2: ™
cpe:2.3:0:linux:linux_kernel:2.6.11.3: "™
cpe:2.3:0:linux:linux_kernel:2.6.11.4:

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5:**
cpe:2.3:0:linux:linux_kernel:2.6.11.6:* " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.7:* 7

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:*:*:*:**:*:

Sk Lk akakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.11.9:* "™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14. 1" "™

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.8.1:*:*: " *:*:

No vendor comments have been submitted for this CVE
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