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CVE-2005-3806

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLUAUNCNIICAC Certain versions of Linux Kernel from Linux contain the following
: vulnerability:

The IPv6 flow label handling code (ip6_flowlabel.c) in Linux kernels 2.4
up to 2.4.32 and 2.6 before 2.6.14 modifies the wrong variable in
certain circumstances, which allows local users to corrupt kernel
memory or cause a denial of service (crash) by triggering a free of non-
allocated memory.

CVE-2005-3806 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.6 - MEDIUM

Access Access Authentication
Vector Complexity

Low NN |
Confidentiality Integrity Availability
Impact Impact Impact
[NONE_

CVE References
Description Tags Link
Secunia - Advisories - [ Patch | Y SECUNIA 19369
Debian update for kernel-
source-2.4.27
Advisories - Mandriva @& MANDRIVA MDKSA-2006:072
SecurityFocus () SUSE SUSE-SA:2005:068
tsxthtml|

Advisory: kernel (%) SUSE SUSE-SA:2005:067
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http://cve.report/vendor/linux
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https://web.archive.org/web/2005/http://www.securityfocus.com/advisories/9806

Secunia - Advisories - | Patch | J){ SECUNIA 18562

Red Hat update for kernel

SecurityFocus (T) FEDORA FLSA:157459-1
Advisories - Mandriva www.mandriva.com & MANDRIVA MDKSA-2006:018
Linux text/html

Mandriva update for Y SECUNIA 18977

kernel - Advisories - Vendor Advisory
Secunia web.archive.org
text/html
rhn.redhat.com | Red Hat www.redhat.com & REDHAT RHSA-2006:0190
Support text/html

Repository / Oval oval.cisecurity.org ) OVAL oval:org.mitre.oval:def:9903
Repository text/html

Debian update for kernel-

source-2.6.8 - Advisories Vendor Advisory

- Secunia web.archive.org
text/html

{ SECUNIA 19374

Advisories - Mandriva
Linux Vendor Advisory

& MANDRIVA MDKSA-2006:044

wwwnew.mandriva.com
text/html

Secunia - Advisories -

Ubuntu update for kernel Vendor Advisory
web.archive.org
text/html

{ SECUNIA 18203

kernel/git/torvalds/linux.git A CONFIRM kernel.org/git/?p=linux/kernel/git/torvalds/linux-
- Linux kernel source tree AT 2.6.git;a=blobdiff;h=bbbe80cdaf72a75a463aff9551e60b31e2{69061;hp=f841bde30c1

Inactive Link™ Not Archived
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Red Hat update for kernel [ CLF G

web.archive.org

Y SECUNIA 18510

text/html
SecurityFocus www.securityfocus.com 7y FEDORA FLSA:157459-4
text/html
Debian -- (@ DEBIAN DSA-1018
Security Information -- Vendor Advisory
DSA-1018-2 kernel- www.debian.org
source-2.4.27 Depreciated Link
text/html
Linux Kernel IPv6 cve.report (archive) D BID 15729
FlowLable Denial Of text/html

Service Vulnerability

USN-231-1: Linux kernel
vulnerabilities | Ubuntu text/html
security notices

® UBUNTU USN-231-1

kernel/git/torvalds/linux.git  [LEHERE A CONFIRM kernel.org/git/?p=Ilinux/kernel/git/torvalds/linux-2.6.git;a=commit;h=4ea
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http://kernel.org/git/?p=linux/kernel/git/torvalds/linux-2.6.git;a=commit;h=4ea6a8046bb49d43c950898f0cb4e1994ef6c89d
https://web.archive.org/web/2005/http://secunia.com/advisories/17917

web.archive.org
text/html

Secunia - Advisories - Y SECUNIA 17918

SUSE update for kernel Vendor Advisory
web.archive.org
text/html
Debian -- (© DEBIAN DSA-1017
Security Information -- Vendor Advisory
DSA-1017-1 kernel- www.debian.org
source-2.6.8 Depreciated Link
text/html
rhn.redhat.com | Red Hat [T AR & REDHAT RHSA-2006:0101
Support text/html

Secunia - Advisories -
Red Hat update for kernel [ CTERT
web.archive.org
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text/html
rhn.redhat.com | Red Hat .redhat.com & REDHAT RHSA-2006:0191
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Support text/html

SecurityFocus www.securityfocus.com 7y FEDORA FLSA:157459-2
text/html

1

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.4.0 All All All
System

Operating Linux Linux Kernel 2.4.0 test1 All All
System

Operating Linux Linux Kernel 2.4.0 test10 All All
System

Operating Linux Linux Kernel 2.4.0 test11 All All
System

Operating Linux Linux Kernel 2.4.0 test12 All All
System

Operating Linux Linux Kernel 2.4.0 test2 All All
System

Operating Linux Linux Kernel 2.4.0 test3 All All
System
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Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*:*:**:*

skuk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* %

Akakak ok akak k.

cpe:2.3:0:linux:linux_kernel:2.6.11. 11 "

Akak kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.11.12:* "

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:* 7 ™

cpe:2.3:0:linux:linux_kernel:2.6.11.3:* "™

cpe:2.3:0:linux:linux_kernel:2.6.11.4: "

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* " "
cpe:2.3:0:linux:linux_kernel:2.6.11.6:* " :*:
cpe:2.3:0:linux:linux_kernel:2.6.11.7:* "™

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.11.9:*:* "™

rna? Vaclinniveliniiv karnal-9 R 4 9% % xkaxokk,
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cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:* %"

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:* "

dkakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc1:*:*: """

Skukakukukak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc2:*:*:*:*:*:*:

dkkakukukak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.4.0:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*: "

R

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

R N

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

Rk kL kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test4:*:*:*:*:*:*:

Rk ok ok oKk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:™:*:*:*:*:*:



Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.12:*:*:* "%

akLk LKLk kLK LK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: "%

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.15:* "%

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.16:*:*: """

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4 17

dkakuk kK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

akakukokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

KRk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre4:*:*:*:*:*:*:

KKk Rk k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre6:*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

Kk kR kR,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

Kk koK akok.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret :*:*:*:*:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

Kk kKR ak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:**:*:*:



Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:* """

Skukakukakak.

cpe:2.3:0:linux:linux_kernel:2.4.22:pre10:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.23:*: % "%

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

ARk kKR kR,

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:**::

ARk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.24:* x> **:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:* %% :*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:**:**:*:

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pret:**:*:*:*:*:

Kk kR kR,

cpe:2.3:0:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

Kakuk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

Kk koK kR,

cpe:2.3:0:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.28:*:*:***:*:*:

Lk ok ak kR ok,

cpe:2.3:0:linux:linux_kernel:2.4.29:rc1 :*:* " 1"

cpe:2.3:0:linux:linux_kernel:2.4.29:rc2:*:***:*1*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: %% %"



cpe:2.3:0:linux:linux_kernel:2.6.0:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:*:**:*:*:

aKk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*: """

akk LKLk LK LK LK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: """

dkakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:% " ™

AkLkLk ok k Lk k,

cpe:2.3:0:linux:linux_kernel:2.6.11.10:*:*:***:*:*:

ARk kKK LRk,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*:***:*:*:

Skk ok k Lk akuk.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:*: "™

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:

Sk Lk ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5:*:*

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**:**:*:*:

Skuk ok akkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:

Skk ok k Lk akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:* " ™

cpe:2.3:0:linux:linux_kernel:2.6.11.9: ™

cpe:2.3:0:linux:linux_kernel:2.6.12.1 7

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:****:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.4:* "



cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4::*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5::*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: " :*:*:

No vendor comments have been submitted for this CVE
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