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AVNACMAUNCNIPAN Certain versions of Vtiger Crm from Vtiger contain the following
’ vulnerability:

Multiple cross-site scripting (XSS) vulnerabilities in vTiger CRM 4.2
and earlier allow remote attackers to inject arbitrary web script or
HTML via (1) various input fields, including the contact, lead, and first
or last name fields, (2) the record parameter in a DetailView action in
the Leads module for index.php, (3) the $ SERVER['PHP_SELF']
variable, which is used in multiple locations such as index.php, and (4) aggregated RSS feeds
in the RSS aggregation module.

CVE-2005-3818 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: [EEEMEDIN) |

Access Access Authentication
Vector Complexity

[NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH () VUPEN ADV-2005-2569

() OSVDB 21228

Not Archived

IBM X-Force Exchange € XF viiger-rss-xss(23363)

() OSVDB 21230
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Inactive Link™ Not Archived

Hardened-PHP Project - PHP Security - Advisory 23/2005 MISC www.hardened-
Vendor Advisory php.net/advisory_232005.105.html
www.hardened-php.net

text/html

SecurityTracker.com Archives - vtiger Multiple Input Validation Bugs Let [ iE e () SECTRACK 1015271
Remote Users Conduct Cross-Site Scripting and SQL Injection Attacks text/html
and Execute Arbitrary Code

[ Exploit |
| Vendor Advisory |
| www.hardened-php.net |
 texthtm! |
| securitytracker.com |
(]
@ OSVDB 21227
@ OSVDB 21229
IBM X-Force Exchange € XF vtiger-multiple-fields-
Xss(23362)
Secunia - Advisories - vtiger CRM Multiple Vulnerabilities Y SECUNIA 17693
VTiger CRM Multiple Input Validation Vulnerabilities 3 (©) BID 15562
SecurityFocus () BUGTRAQ 20051124 Advisory
23/2005: vTiger multiple

vulnerabilities

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Vtiger Vtiger Crm All All All All

No vendor comments have been submitted for this CVE
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