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CVE-2005-3848

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVN/ACLAUNIC:NAN/ALC

Certain versions of Linux Kernel from Linux contain the following
vulnerability:

Memory leak in the icmp_push_reply function in Linux 2.6 before
2.6.12.6 and 2.6.13 allows remote attackers to cause a denial of
service (memory consumption) via a large number of crafted packets
that cause the ip_append_data function to fail, aka "DST leak in
icmp_push_reply."

CVE-2005-3848 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

4] |

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.1 All All All
System

Operating Linux Linux Kernel 2.6.10 All All All
System

Operating Linux Linux Kernel 2.6.11 All All All
System

Operating Linux Linux Kernel 2.6.11.1 All All All
System

Operating Linux Linux Kernel 2.6.11.10 All All All
System

Operating Linux Linux Kernel 2.6.11.11 All All All
System

Operating Linux Linux Kernel 2.6.11.12 All All All
System

Operating Linux Linux Kernel 2.6.11.2 All All All
System

Operating Linux Linux Kernel 2.6.11.3 All All All
System

Operating Linux Linux Kernel 2.6.11.4 All All All
System

Operating Linux Linux Kernel 2.6.11.5 All All All
System

Operating Linux Linux Kernel 2.6.11.6 All All All
System

Operating Linux Linux Kernel 2.6.11.7 All All All
System

Operating Linux Linux Kernel 2.6.11.8 All All All
System

Operating Linux Linux Kernel 2.6.11.9 All All All
System

Operating Linux Linux Kernel 2.6.12 All All All
System

Operating Linux Linux Kernel 2.6.12.1 All All All
System

Operating Linux Linux Kernel 2.6.12.2 All All All
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cpe:2.3:0:linux:linux_kernel:2.6.0:™:":":" """

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*: % *:*:*:

akLkuk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*: """

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:**: "

Skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.4: " *:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.5:* " :*:

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*: "
cpe:2.3:0:linux:linux_kernel:2.6.11.7:* % **:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.8: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.11.9:* " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:****:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:* "

dkuk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*: " ™
cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*
cpe:2.3:0:linux:linux_kernel:2.6.12.5:* " :*:
cpe:2.3:0:linux:linux_kernel:2.6.13:*:*:* "™
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*: % *:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*: " *:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:***:*:*:

akLk KKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*: """

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:2.6.11:*: """

dkukakukakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.2:%:*

Skk Lk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.3:*:*

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.4:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* % :*:

Sk Lk ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.7:*:*

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:* " ™

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9: ™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.6.12:*:*: "™

cpe:2.3:0:linux:linux_kernel:2.6.12.1 7
cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*: " :*:

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.5:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

No vendor comments have been submitted for this CVE
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